This guidance is meant to complement the course materials of Application Security. Here are issues that should be discussed during the lectures. This list is not comprehensive and requires in-depth knowledge of the topics of the course. The main material for the topics is the PortSwigger Web Security Academy at https://portswigger.net/web-security with a sprinkling of OWASP materials at https://owasp.org/www-project-top-ten/. The Project Phase is explained in a separate document and focuses on learning DevSecOps best practices.
Course Topics
OWASP Top Ten
· Introduce OWASP as an organization. Chapter and meetups in Helsinki.
· OWASP Top Ten usually refers to the original Top Ten Web Application vulnerabilities
· Go through the list and explain each entry briefly. We’ll get back to these in the course.
· Introduce other OWASP resources and how they relate to the list. Focus especially on Top Ten Proactive Controls and show cheat sheets. Show how they are linked.
· Mention other resources, like the testing guides, maybe the maturity model.
· Introduce CWEs and Mitre as they are mentioned in the top ten list. 
· Mention other Mitre resources like Att&ck.

Injection attacks
· Present the premise of injections: unvalidated user input
· Make the case for no validation being foolproof
· Show how basic SQL injection works using https://portswigger.net/web-security/sql-injection/lab-retrieve-hidden-data
· Mention NoSQL, CMD and XXE injections, also others are possible

Authentication, authorization and path traversal
· Explain bypass, social engineering and brute forcing
· Explain how injections relate to bypass attacks
· Explain the difference between online and offline attacks
· Present the NIST 800-63-4
· Explain privilege escalation attacks
· Explain path traversal and its relation to authorization, input validation and CMD injections
Information disclosure and Business logic vulnerabilities
· Explain relationship between information disclosure and authorization attacks like path traversal
· Explain common misconfiguration issues, relate to hardening guidance (part of the project phase of the course)
· Refer to GDPR
· Mention OSINT tools like Shodan, Urlscan.io and grayhatwarfare to emphasize the fact that the information is already stored on the internet once the application has been published.
· Explain relationship between business logic and authorization attacks
· Note that business logic cannot be tested automatically, emphasize the importance of domain knowledge
· Use examples like bypassing shopping cart payment through client-side manipulation
Server-Side Request Forgery (SSRF)
· Present the common logic of SSRF attacks
· Show how SSRF can enable information disclosure, remote code execution or authorization bypass. Good examples are i.e. https://portswigger.net/web-security/ssrf/lab-basic-ssrf-against-localhost
· Note the position on OWASP Top Ten
Cross-Site Scripting (XSS), Cross-Origin Resource Sharing (CORS) and Cross-Site Request Forgery (CSRF) – The Client-Side Topics
· Present the three different types of XSS
· Relate XSS to injection attacks, OWASP Top Ten A03
· Show the folly of trying to escape “special characters” with polyglot examples like https://swisskyrepo.github.io/PayloadsAllTheThings/XSS%20Injection/2%20-%20XSS%20Polyglot/
· Explain how CORS and SOP (same-origin policy) work
· Explain the differences between CORS and SSRF
· Explain the relationship between CORS and CSRF
· Note that CORS cannot be relied on to provide server-side security
· Explain how CSRF attacks work
· Explain CSRF tokens and note that competent frameworks will generate them by default. Relate to not inventing your own crypto.
