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1 Introduction

According to the Institute of Electrical and Electronics Engineers (IEEE), software engineering

is defined as:

The application of a systematic, disciplined, quantifiable approach to the develop-
ment, operation, and maintenance of software; that is, the application of engineering

to software.!

There are numerous reasons to write computer programs. Some people do them as hobby
projects or to improve their quality of life, others to solve problems in mathematics or astron-
omy, for example. Creating programming projects has classically been a good way to learn and
study how computers work."”

Most major software projects are done for business reasons and therefore the principles of
software production follow the laws of business. As a result, a professional software developer
must be able to consider a wide range of aspects of their work, from project management
to budgeting and from understanding stakeholders to life-cycle management. Many software
products are also subject to laws and regulations, the basic principles of which, or at least their
existence, should be known to the software developer.

Software today is pervasive - it’s everywhere - and digitalisation has moved from digitising
and automating analogue systems to upgrading, improving and automating digital systems. In
addition to automation, software is widely used to streamline processes, create new services
and ways of working, meet business needs, improve competitiveness and, of course, generate
savings. What they all have in common is the enormous power of software development to
change the world around us.

This textbook provides one cross-section of software development. We will explore software

EEE 610.12-1990
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development through agile methods, looking at the different stages and methods as an individual
software developer sees them during the course of a software project. Due to the iterative nature
of software production, many parts of the material overlap as the same techniques are used at
different stages of software development. Consequently, different chapters of the book discuss
the same techniques from different perspectives to achieve a broader view. The material has
been sourced from a wide range of sources, including academic articles, videos on the subject,
and blogs from software companies and individual software developers, so that the reader can

learn more about the aspects of software development that interest them.

1.1 Problem definition

From a problem definition point of view, software production is a process involving many
interlinked factors that are difficult to manage and solve. Software production can therefore
be described as a "wicked problem". A problem is such a problem when the requirements for
its solution are not known until the work is completed or the requirements change during the
work progression [1|. Similarly, ’tamed problems’ are problems for which a clear definition can
be found. However, this does not mean that the problem is small or easy to solve, it just means
that it is well defined [2]. Those interested in problem definition should consult John Dooley’s
blog post for a concise summary of the topic [3].

Developing a piece of software is a project for which there are an infinite number of differ-
ent approaches. Different types of software require different approaches in terms of methods,
techniques and working methods: for example, developing a global information system is very
different from developing a medical device. The simplest method of software development is
code-and-hack 2, where the software is modified until the customer (usually the programmer
her /himself) is satisfied. However, the development of a software product typically requires a
large and diverse group of participants. This team may consist of a single freelancer, a small
start-up team or a multinational organisation employing thousands of developers.

While the distributed digital environment brings its own challenges in terms of communica-

tion, coordination and project management, technological advances such as cloud computing,

2The Code and Fix Model


https://productcoalition.com/the-code-and-fix-model-2cabd4c48166
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collaboration tools and distributed version control tools have made it easier to overcome these
challenges. Decentralised working can also open up new opportunities, such as the recruitment
of talent across country borders, the flexibility of work and the possibility of exploiting the
benefits of different time zones in terms of continuity of work. Software production is creative
endeavour (cf. Knuth’s The Art of Computer Programming -the name of his book series?; art,
not science)

There is no one right solution to most problems in software production. Project man-
agement based on linear, predictable progress is ill-suited to this problem domain. Modern
software projects, however, make extensive use of flexible and iterative approaches that allow
for adaptation and learning as the problem becomes more precise. Figure 1.1 on the next page
illustrates the difference between a pre-designed software production process and an actual
implementation. In practice, software production is therefore more like a private jet that is
actively steered towards the destination that best suits the customer, rather than a train that

moves from point A to point B on its tracks.

Project
outcome

= = eSS =

a) planned

Customer requirements

Requirement changes

R A N R A

Project
outcome

b) reality

Customer requirements

Figure 1.1: Software project as a process [4]

3The Art of Computer Programming: https://en.wikipedia.org/wiki/The_Art_of_Computer_
Programming
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1.2 Software and software product

A software product can refer to many types of software, ranging from simple utility scripts
to complex systems consisting of multiple software components, devices and services. What
distinguishes it from pure computer software is its business dimensions. A software product is
a product whose objective, from the developer’s point of view, is to generate revenue to cover
at least the direct development costs of making the product, and from the business customer’s
point of view, is to enhance the efficiency of a business function or a process or reaching a
specific business target. Software products aimed at consumer customers add value to their
daily lives or hobbies, but can also be purely recreational.

Software products vary in complexity and scope. The amount of code in a software product
can range from a single line to tens of millions of lines, and the code can be spread over tens
of thousands of separate files [5]. There can be anywhere from one to thousands of authors,
scattered in numerous teams, working in different offices, in different countries, on different
continents and in different time zones. An example of such a decentralised multi-year and
multi-faceted project is the GTA V game project, which involved about a thousand developers

4. This reflects the complexity and scale of software product development

over several years
and the amount of work required to develop and maintain it.

A software product is not just code. The code is at the heart of it, but it is not the only part
that determines the quality and functionality of the product. In addition to the code, a software
product often involves a wide range of other materials and components that complement the
functionality and usability of the product. For example, user manuals and training materials
are an essential part of user support and enable the software to be easy to use.

A software product is not just code. The code is at the heart of it, but it is not the
only part that determines the quality and functionality of the product. In addition to the
code, a software product often involves a wide range of other materials and components that

complement the functionality and usability of the product. For example, user manuals and

training materials are an essential part of user support and enable the software to be easy to use.

4Wikipedia-article about developing GTA V: https://en.wikipedia.org/wiki/Development_of_Grand_
Theft_Auto_V
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Many software products also make use of graphics, sounds and videos, which, if implemented in
a comprehensive way, can enhance the user experience and make the software more attractive.
Audio-visual material can be used to illustrate even complex concepts, which is particularly
important in systems where the user has to interact with many different elements. In some
cases, the software product may also include hardware components. For example, in embedded
systems and IoT applications, the combination of software and hardware forms a product
package.

However, it should be remembered that a software product is a product, i.e. a good or
service, which aims to create economic value for both the customer and the developer. While it
is clear, that the starting point of a software project is to create added value for the customer,
problems arise if the customer cannot clearly describe his needs and the software developer fails
to understand what the project is trying to achieve. The software developer must also take
into account his own business, i.e. that the project is also profitable for the developer.

Although there are systematic and efficient approaches to software production, according
to a Tivi article °, only one third of IT projects can be considered successful when the criteria
for success are on time, on budget and on target. Moreover, it is estimated that up to 10-15
percent of IT projects fail completely. A Tivia report [6] on information systems procurement
suggests that the most typical reasons for failure in information systems projects are lack of
communication and interaction, insufficient resources and ineffective project management. The
report also states that the client side may have a lack of understanding of the methods and
practices involved in the software industry, which can lead to communication problems and
misunderstandings. Common pitfalls can be avoided following software engineering practices,
and in particular, by investing in communication. As mentioned above, a software product is
more than just software code - it is a complete solution that meets the needs and expectations
of the customer and provides economic value to both the producer and the customer. The
development of a software product is first and foremost a joint effort of active mutual commu-
nication. Instead of being on opposite sides, the software developer and the customer should

be seen as partners in the software project working together for common success.

5Miksi suurin osa IT-hankkeista epdonnistuu
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1.3 Software Life Cycle

Software development can be viewed through a life-cycle approach. The purpose of a lifecycle
model is to describe the development phases that are followed in a software development project.
What is essential about the life cycle model is its reproducibility; it provides a defined framework
that can be used as the basis for a wide range of software development projects. There are
several different life cycle models, a classic example being the waterfall model described in
the following subsection. Of the lifecycle phases, the implementation or programming stage is
usually the most familiar and concrete for recreational and early career developers. However,
the actual software project involves several different phases, not all of which involve writing

single line of software code.

1.3.1 Waterfall model

]
1 System

----------

Software

requirements
Program
design

__________

Figure 1.2: Waterfall model

The waterfall model6 has been known as a concept since at least the 1950s. The classic
article on the subject is W. Royce’s Managing the Development of Large Software Systems
[7] from 1970. The model (Figure 1.2) presents software design as a step-by-step process
from defining the system and software requirements to analysis and software design. This is

followed by programming and testing, and the final stage is deployment. Royce’s model has
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been interpreted in such a way that the steps take place sequentially without returning to the
previous step. This is incorrect, as Royce suggests that the same cycle can be run more than
once, that iterations between stages can be exploited and that the customer can be involved
at different stages of the process.[4] The model does not address the post-implementation and
pre-definition stages of the software. For these, the complementary steps are as follows:
Vesiputousmalli® on tunnettu kisitteeni ainakin 1950-luvulta saakka. Klassinen artikkeli
aiheesta on W. Roycen Managing the Development of Large Software Systems |7] vuodelta
1970. Malli (kuva 1.2) esittdéd ohjelmiston suunnittelun vaiheistettuna prosessina, joka ete-
nee jéarjestelmén ja ohjelmiston vaatimuksien méarittelystd analyysiin ja ohjelmiston suun-
nitteluun. Naiden jéilkeen suoritetaan ohjelmointi ja testaus, seké viimeisenéd vaiheena kayt-
toonotto. Roycen mallia on tulkittu niin, ettd vaiheet tapahtuvat perdkkéin jarjestyksessa il-
man ettéd edeltdvadn vaiheeseen endd palataan. Tamaé ajattelutapa on virheellinen, silla Roycen
nakemyksen mukaan samaa syklid voidaan suorittaa useamman kerran, vaiheiden vélisia iter-
aatioita on mahdollista hyodyntéé ja asiakasta voidaan myos osallistaa prosessin eri vaiheissa.
[4] Malli ei ota kantaa ohjelmiston kdyttoonoton jélkeisiin vaiheisiin eikd vaatimusméaarittelya

edeltaviin vaiheisiin. Niiden osalta tdydentden vaiheet nayttavat seuraavalta:
e Pre-definition
e Procurement
e Specification
e Analysis
e Design
e Development
e Validation
e Deployment

o Maintenance

6Waterfall model
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e Decommissioning/Replacement with a new system

‘Brief history of software engineering: History of software engineering

1.3.2 RADIT

RADIT is a software development process model with the steps of Requirements, Analysis,
Design, Implementation and Testing [8]. RADIT activities are found in Royce’s waterfall
model and are highlighted in white in Figure 1.2) of the waterfall model. In the figure, software
requirements correspond to the Requirements phase of the RADIT model and programming to
the Implementation phase. The RADIT model functions are found in almost every software
development project model in some form.

The aim of the requirements definition phase is to understand the customer’s needs and
expectations for the software. This includes both functional requirements, i.e. what the software
does (e.g. a user must be able to send messages to other users through the system) and non-
functional requirements, i.e. how the software should work (e.g. the system must allow 10,000
users to work simultaneously). The analysis phase does not only focus on requirements analysis;
it also involves high-level technical analysis to formulate the architecture of the system. The
lower level software design is done in the design phase. In this phase the software components,
the data model of the components, the method boundary interfaces of the components and
the relationships between the components, following the higher level architecture are usually
defined. The design phase results in a software plan that guides the implementation phase.
In the implementation phase, the software code is written and executed using the selected
programming languages and tools. This phase includes the actual programming and, in many
cases, the testing of method-level functionality, or unit testing. This phase is also often referred
to as the integration phase, because its main challenge is the interoperability of the code and
software modules produced by different developers. The final phase of the RADIT cycle is
testing. The testing phase ensures that the software as a whole works as intended and meets
the customer’s requirements. |§|

Among the test-specific process models, it is worth mentioning the V-model (figure 1.3),
which describes the relationship between software lifecycle design and testing. The V-model is

discussed in more detail in the information box in subsection ??7 on testing.
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Functional
specification

System testing

. Testing planning

Architecture
design

Integration testing
and verification

Technical
specification

Module design Unit testing

—>

Programming

Figure 1.3: V-model

1.3.3 Agile methods

Agile software development has its roots in the 1990s, when the software industry started
looking for alternatives to traditional project models. In 2001, the idea of agile was concretised
when 17 software development experts met in Utah and created the Manifesto for Agile Software
Development”.

The manifesto defined four core values and twelve principles that should guide the chain
of software development. They emphasise, among other things, the importance of individuals
and interaction over processes and tools, the priority of working software over comprehensive
documentation, cooperation with customers instead of contract negotiations, and a willingness
to respond to changes instead of following plans. The Agile Manifesto has served as the basis
for many modern agile methods such as Scrum, Kanban and Extreme Programming (XP).

Agile practices are working methods that support and enable developers to take independent

responsibility for their own work and planning. The principles of agile working are that teams

"Manifesto for Agile Software Development
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work in a self-organised way, agreeing on work tasks among themselves. This is how the team
develops common working methods and practices. In addition to the technical work, the team
suggests the timeframe in which tasks can be completed. The practical work is based on active

communication between individuals and teams, supported by the tools and methods used.

1.4 Software project

A software project is the process of producing new or updating existing software. As discussed in
previous chapters, the ultimate purpose of a software project is to understand the customer’s
business needs and translate them into functional requirements (FR) and non-functional re-
quirements (NFR), taking into account the constraints and boundary conditions of the project
(Figure 1.4). Only after these are established, can the project move on to functional specifica-
tion. Modern software projects rarely start from scratch, as new software is often built on the
basis of existing platforms, application frameworks or existing software versions. They may also
be based on similar systems designed for different environments or uses [4, s. 26]. Sometimes
the old code base may determine the tools available to the project, and the customer may also

have their own guidelines.

Business objectives
- Ideas, starting point
- Understandingneeds

Understandingthe :
- Documentation

customers business
case

Customer . . L
. Functional Non-functional Limitationsand
requirements 5 . iz
requirements requirements border conditions
Software |
requirements Functional specification

Figure 1.4: Customer and software requirements [4]
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The Iron Triangle (also known as the triple constraint) is a way of describing the constraints
that affect a software project (or any project), i.e. time, cost and scope (figure 1.5 on page
11). Quality is depicted in the centre of the triangle and is the only invariant in the triangle
model, i.e. quality must be maintained even if changes occur in other aspects of the project.
The basic idea of the project triangle is that the any element of the triangle is dependent on
changes in the other elements. For example, if the scope of the software is to be enlarged, the
effect is reflected in an increase in the budget and/or a reduction in the available time. By the
same logic, speeding up a project requires either increasing the budget or reducing the scope of
the project. If there is no flexibility in the budget and schedule, it may be necessary to reduce

the functionalities of the software.

Scope

Cost Schedule

Figure 1.5: Iron Triangle

1.5 Types of software

Depending on the software and the needs, there is a wide variety of different types of target
customers for a software product. The types of software can be roughly divided into off-the-
shelf software, (commercial off-the-shelf software, COT'S software) and custom software /tailored
software. The challenge from the developer perspective is to find a balance between product-

orientation and customer centeredness |4, s. 23]. That is, the more precisely the customer’s
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requirements can be taken into account, the more satisfied the customer usually is with the end
result. Furthermore, the more customers’ needs can be satisfied by off-the-shelf software, the
fewer resources the developer has to dedicate in maintaining a wide variety of products, which

often increases the developer’s turnover but also significantly reduces the cost to the customer.

1.5.1 Off-the-shelf product

An off-the-shelf product is a software product that has not only one target customer, but a wider
group of customers. These customers have partly similar and partly different needs, but their
requirements are similar enough that the same product can be offered using customer-specific
configurations. The main advantage of an off-the-shelf product is that it is less customised,
which means less defining, developing and testing from a developers point of view. Off-the-
shelf product differs from a customised product in that the customer approaches software
procurement in a product-oriented way [4]. From that perspective, the focus of the software
project is on mapping the market of existing products rather than on selecting a suitable
collaboration partner for complete development process. Excellent knowledge of the market

and customer needs is key to the development of an off-the-shelf product.

1.5.2 Custom/Tailored software

Custom software is designed and developed to meet the individual needs of a specific organ-
isation or group of users. As custom software is directly designed for a specific customer, it
enables high level of customisation to take into account the customer’s specific needs and wishes.
For the customer, the focus is on selecting the most suitable software vendor/partner for the
project [4]. For the developer, this particular approach requires more resources, as maintaining
and taking into account differences and special features of each separate system takes more
effort. However, it should be noted that customised software is now being built on top of both
openly available platforms and the supplier’s own internal platforms. This blurs the distinction

between off-the-shelf and customised software.
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1.6 Roles in Software develoment

A software project requires a wide range of skills, both within the development team and among
the stakeholders involved in the project work. Modern agile software development, especially
for smaller development teams, emphasises the involvement of each team member in all phases
of development. Nevertheless, projects also require specialised skills and roles responsible for

project management.

1.6.1 Customer

The customer is a person or an organisation that funds the software project and is usually
responsible for managing the project and defining its objectives. To start, the customer makes
a procurement contract with the chosen company defining budget, schedule and scope of the
project. From the customer’s perspective, the software project is usually linked to specific
business targets; the primary objective of the software project is to ensure that the investment
delivers the desired business benefit or solves a specific problem. As a result, the customer
often perceives the project from a boarder perspective than simply as acquiring software. The
customer may be part of the same organisation as the end users, but may not directly use
the final product. The project success can be evaluated in a light of the Iron triangle aspects:
Completed on time and within budget, including the features and functionality required to

achieve the defined business objective.

1.6.2 End user

End user is a person or a group of people who actually use the software product. End user
satisfaction is one of the most important criteria for measuring the success of a software project.
It is also possible, that though project may be financially and administratively successful, the
end user is not satisfied with the product. This is why it is important to take into account
the end-users’ needs, preferences and experiences at an early stage of the development project.
However, it is also good to bear in mind that the end user does not know everything and is not

always right.
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1.6.3 Development team

The software team is made up of different groups of experts. Especially large software projects
require many participants and a wide range of skills. In bigger software companies, teams can
be geographically dispersed. The composition of the teams depends on the project features
and the size of the project. For example, a project developing an embedded system will require
software developers, electronics designers and mechanical designers. In most cases, the software
team is responsible for organising its own work and defining the technical solutions to meet
the customer’s requirements, taking into account the constraints and boundary conditions of
the project. Today, software development teams typically follow practices and working models

based on agile values and principles, such as Scrum.

Product Owner

In a Scrum team, the product owner [4, s. 48] is responsible for the financial performance
of the project and keeping the product vision clear. His/her role is to ensure that the team
understands the needs of both the customer and the end user. The role of the product owner
is to act as an interface between the many stakeholders in the software project. The product
owner can be either employed by the customer or by the supplier. The product owner maintains
and prioritises the product backlog according to the requirements of the system. The backlog
consists of items, each with an initial time estimate and an estimate of business value. The

items in the worklist can be for example:
e Product features
e Use cases
e User stories
e Requirements
e Bug reports
e Developing documentation

e Improving the architecture
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Scrum Master

The Scrum Master guides the team’s work and takes care of agile practices and implementation.
The Scrum Master can be seen as a kind of team coach, facilitating internal cohesion, self-
organisation and optimal performance of the team. His/her role is to act as a Scrum expert
and to ensure that the team operates in accordance with the Scrum process. The responsibilities
of the Scrum Master include monitoring the achievement of the sprint objectives. The Scrum
master ensures that a task is not marked as complete until all its definition-of-done (DoD)
conditions have been met, e.g. code has been written, test cases exist and run successfully,
and documentation has been updated. In addition, scrum master is responsible for the team’s
functionality and for removing impediments to the team’s work. [4, s. 49] Although the scrum
master’s job duties are similar to those of a traditional project manager, it is important to note

that he or she is not in a supervisory position with respect to the other team members.

Software designer

The designer’s key task is to work out what the software should do and how it should be
implemented, both technically and non-technically. The design phase lays the foundations for
the structure of the software, its functions and how it will integrate with other systems. Design
roles vary and focus on different aspects of the software, e.g. architecture, user testing and
interfaces, databases and so on. In the largest systems, those involved in high-level design are
called software architects. Designers often use diagrams (e.g. UML) and other tools to help

them design the structure.

Software developer

Software developers transform designs and requirements into functioning software by writing,
testing and maintaining code. In reality, most coders read code much more than they write
new. It should also be noted that writing the first version of the code takes only a fraction of
the time it takes to maintain it. The work of a software developer can vary greatly depending
on the project, the stage of the work and the roles of the team. In some projects, the coder may
focus strictly on a particular phase of development, while in others he or she may be involved

in different aspects of the project, such as design, testing and deployment.
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Tester

The software tester’s job is to ensure that the software developed works as intended, meets the
specified requirements and is free of bugs before release. The role of the tester includes a wide
range of tasks, which may vary depending on the nature of the project and the development
methods used. Software testing uses several levels of testing to ensure the quality of the software
at different stages of development. Each level aims to test the software from different aspects,
from individual components to the functioning of the whole system. The novice software tester
typically performs testing at unit, integration and system levels. In general, each software

developer performs unit tests on the code they write.

Support person

A wide range of support, training and guidance is needed to use a complex software. A range
of support activities and materials are available to ensure that users of the software have the
necessary skills to use the system. Training can be provided not only for end-users, but also
for administrators and main users. In some cases, it might be worthy to pilot a new system
with a smaller group of test users. The test users can act as support staff in the customer’s
organisation when the system is opened up to other employees. Support methods may include
e.g. user manuals, wiki pages or training videos and service-desk support. Accessibility is also

an important consideration when designing technical support materials and services.

1.7 Software project tools

Software projects use a variety of tools for design, development and communication. The tools
and approaches are designed to support and streamline the work of software teams. This

subsection introduces some of them.

1.7.1 Development tools

Integrated Development Environment (IDE) refers to a software application that is used by
programmers in developing and maintaining software code. It provides a number of code

management tools such as a text editor, compiler/interpreter, debugging tools and often a
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version control system. The use of an IDE makes the software development process more
efficient by integrating the necessary development tools in the same environment. IDEs make
the software developer’s job easier in many ways; syntax highlighting makes the code clearer
and easier to read, while automatic completion speeds up the writing process and reduces
errors. In addition, many IDEs support software development project management, such as
task tracking and scheduling. Modern IDEs are often extensible and customisable through
add-ons or plug-ins, allowing developers to tailor the environment to meet their own needs
or the requirements of a particular programming language or technology stack. Examples of
popular IDEs include Visual Studio Code, IntelliJ IDEA, Eclipse and PyCharm, which support
different programming languages and development frameworks.

AT applications using large language models have become more common in recent years and
can be used to support programming in many ways. One tool that uses Al is GitHub Copilot,
which uses the OpenAl GPT-3 model to suggest entire lines of code or even functions based
on user-written code and comments. Al can be used for example in refactoring and optimising
code, debugging and commenting. Programming assistance tools can enhance the efficiency of
programming steps, but do not eliminate the importance of overall understanding and problem

solving as a key programming skill.

1.7.2  Version control and CI/CD

At the heart of agile methods is an iterative and incremental way of working, which means
that software is developed in short cycles that produce working software in a continuous way.
Version control is the system that enables this approach and is used to track and manage code
changes in a software project. Git, developed by Linus Torvalds in 2005, is one of the most
popular version control systems today. Git provides a way to manage software projects by
offering features such as branches, merging and change history viewing. Version control also
allows multiple developers to work on the same source code at the same time. Without version
control, managing the source code produced by a development team larger than a few people
would be virtually impossible.

CI/CD stands for Continuous Integration and Continuous Delivery/Deployment, which are

key practices in modern software development. CI/CD aims to automate the software devel-
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opment and release processes, thereby speeding up and improving the efficiency of software
delivery to customers.

CI refers to the practice where developers integrate their code changes into a shared reposi-
tory several times a day. With each code change, automated tests (e.g. unit tests and integration
tests) are performed to ensure that the new code does not break the existing software. CI aims
to detect and fix bugs as early as possible reducing the complexity of problems and the cost of
repair. The version control tool is the core of the CI system.

In modern software projects, the aim is to release new changes as they come in. New
features and changes can be integrated into a product that is in a test environment or already
in production. Continuous deployment takes the concept of continuous delivery a step further
by automating the software release process so that approved changes are moved directly into
the production environment without manual steps. This requires extensive test coverage and
automation to ensure that releases to production do not cause problems to users. GitLab and
Github are the most popular web-based software project tools today, providing a platform for
software lifecycle management. Both are based on the Git version control system, combining
code management, version control and CI/CD. Jenkins is another popular web-based CI/CD

application.

1.7.3 Communication tools

The rise of remote and hybrid working since the Covid era has changed the way software com-
panies work in a distinct way. Distance working is particularly prevalent in the I'T sector, where
the nature of many tasks allows working from any location. As distance working has become
more common, communication patterns have also changed. Traditional e-mail has been replaced
and supplemented by instant messaging services, which allow real-time as well as asynchronous
communication. In addition, the sector is making use of distance working practices such as
video conferencing applications, which allow location independent participation. Examples of

commonly used remote communication tools include Teams, Zoom, Slack and Discord.



1.7 SOFTWARE PROJECT TOOLS 19

1.7.4 Other tools

Other tools are also likely to be used during the project, depending on the project and its scope,
the technical environment and the client. Other examples of tools and their applications are

given in the following sub-chapters and will be discussed further in future chapters.

Design

Various modelling standards and tools are used for software design and process modelling.
Modelling can be used to represent the structure, behaviour and relationships between differ-
ent parts of a system. This course introduces UML modelling, which can be used to depict class
structures, sequences and interactions between software components. One of the most widely
used modelling tools in software development is Visual Paradigm, which supports several mod-
elling standards. For smaller projects, any program can be used that outputs boxes and lines.
An easy-to-use design tool available without licence fees is Draw.io, which allows you to create

diagrams directly in your browser.

Testing

Software testing tools exist for a wide range of purposes and testing needs. The choice and
use of testing tools depends largely on project’s requirements, the technologies used and the
team’s preferences. An example of a recommended testing tool is Selenium (WebDriver and
IDE), an open source automation tool for testing web applications. Libraries and tools can
be added to Selenium according to the testing needs. Cucumber is an example of a tool that
integrates seamlessly with Selenium. It allows test cases to be written using Gherkin syntax,
which resembles natural language. This makes test scripts understandable also for non-technical

stakeholders.

Documentation

There are many styles and ways to document, from simple text files to visual presentations.
Typically, documentation is supported by wikis and other knowledge management platforms.
Take for example Confluence, a wiki-type platform from Atlassian that allows you to manage

and share projects, ideas and documentation. GitHub and GitLab projects also have inte-
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grated wikis, which enable the management and sharing of documentation for software projects.
Projects can also use traditional text processing tools (Word, Latex), technical writing tools,
API documentation, and tools that automatically generate documentation from source code.
It is worth remembering that documentation is not an end in itself, but a tool to help the team,
the project and the product move forward. It helps to structure information and externalises

the ideas of many different people involved in the project.

1.8 Summary

This textbook is not about programming and is not a programming book. The aim of the book
is to understand the overall process that results in the desired software product and to outline
the role of the individual software developer in this process. The following chapters describe
in more detail the different stages of software production, the tasks involved and factors that
influence them. Note that many of the requirements are soft, they are not directly expressed
in lines of code. These non-functional requirements underlie the work throughout, guiding the
design and implementation, forming collaborative working methodology and common practices

for software production.



2 Sustainable Software Engineering

Sustainable software engineering integrates environmental, economic, and social aspects into
software development. This chapter explores the ethical foundations of sustainable software
engineering, practical steps for green coding, and ensuring fair access through accessibility.
By considering sustainability from the beginning, software developers can minimize negative

impacts and create software that supports long-term well-being for both society and the planet.

2.1 Ethics in Software Engineering

Ethics is fundamental to the practice of sustainable software engineering. Ethical considerations
provide the framework for making responsible decisions that consider the broader impact of

technology on society and the environment.

2.1.1 The Relevance of Ethics in Software Engineering

Software have enormous potential to improve the quality of life today. Software developer
plays a central role in defining and guiding the lives of people. It is therefore necessary to take
ethical considerations into account in the design and development of software. It should be
noted that ethics also lay foundation for the sustainable software engineering presented later
in this chapter.

It is important to discuss what ethics means in practice when doing a software project.
Identifying ethically charged situations requires attentiveness and sensitivity to identify ethical
issues and challenges in different contexts. Understanding the stakeholders and their role in
the software product environment is of paramount importance. Detection is also facilitated
by picking up certain buzzwords such as privacy, security, copyright, automation, security,

sustainability, energy consumption, artificial intelligence, etc. from the discussion.
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2.1.2 Ethical Dimensions of Software Development

Ethics is an integral part of professional responsibility in software engineering, and the consid-
eration of ethical issues is part of the personality of a good software professional. An ethical
software developer or professional takes into account transparency, accountability and ethical
principles in their work. This builds trust among the work community, customers, users and
partners and creates a solid foundation for long-term success. Ethically developed software
helps to protect the privacy of users, prevent harmful consequences and reduce risks.

Should failures arise, either directly or indirectly, from software engineers choosing to neglect
their professional responsibilities, such actions constitute unethical professional conduct. This
neglect not only breaches ethical standards but also bears the potential for severe repercussions,
including harm to the public because critical software system failures can cause casualties or
public injuries |9]. It then places a significant moral burden on those who are responsible [10].

Software technology also has a wider societal impact. A morally responsible developer should
generally avoid technical and societal biases, when developing the software [11]. Software can
affect jobs, the economy, education, child development and democracy. Ethically responsible
behaviour helps avoid discrimination, misinformation, surveillance or abuse. It promotes social
well-being and justice.

Also, it is best to clearly communicate to its stakeholders, the actual intents of the software
without hidden agendas. For example dark patterns are design tricks used in websites and apps
to distract or deceive users into making choices they would not normally make, often leading to
negative outcomes for the user. one abundant usage of dark patterns is cookie consent banners
in website that are designed in a way to trick the user to give consent to data collection.

Particular attention should be paid to situations involving children, health, power relations,
core societal functions, sexuality, environmental issues, fundamental and human rights.

It is also important to note that ethical behaviour in software engineering is not only good
practice, but often a legal requirement. Many countries and organisations have adopted privacy
and security standards and other regulatory frameworks that require ethical behaviour in the

design and use of software. Poor ethical choices can also expose you to reputational liability.
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Ethically charged situations and ethical problems should be analysed through ethical theories
as well as governing laws that are applicable.

Ethical software engineering requires making informed decisions that consider the broader
impact of technology. Understanding and applying sustainable choices during development
of software allows software engineers to make informed decisions that balance performance,

functionality, and energy efficiency.

2.1.3 Ethical Dilemmas in Software Engineering

In the context of software engineering, ethical issues can arise in different ways and at different
stages of the software production process.

For example, in the early stages of a project, we are often not yet in the right problems, in
which case we talk about ethically charged situations - a situation in which there are ethical
issues or challenges that require consideration and evaluation based on ethical principles. Such
situations may arise in a variety of contexts and contain moral or ethical dimensions that need
to be taken into account in decision-making.

Software developers are responsible for upholding ethical standards and respecting con-
sumer rights, regardless of changing technology trends. Identifying appropriate behavior can

be challenging. Below are some prevalent ethical dilemmas in software development [12].

Unethical data collection

The rise of digital marketing has increased the value of user data, which is crucial for certain
software product development. It is essential for customers to be fully informed about what
data they are sharing and its usage. Developers often face a dilemma between exploiting user
data for system development or addressing concerns about data misuse. For example, at the
development stage, software designers may face an ethical problem related to the handling of
user data, data protection and privacy, especially when the data is sensitive. There may also
be ethical problems in the selection of certain technology that is not energy efficient or software

has unintended consequences for its users or for society at large.
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Algorithmic bias

Computers do not understand morality! Bias can slip into systems unintentionally, if not
carefully considered during development. For example, For instance, Google faced backlash
on their latest Al image generation model, Gemini related to image generation of people from
diverse backgrounds and they stopped the service [13]. Developers should consider potential

biases by understanding social norms and critically analyzing data usage.

Poor security

The software sector is often vulnerable to security breaches. Developers should constantly
equip themselves with latest knowledge on the security threats and mitigation techniques, and

introduce necessary security measures to the software.

Poorly defined priorities

Software teams often focus excessively on developing new features at the expense of improving
existing ones, which can sideline ethical considerations. This oversight can lead to ethical lapses
in software development.

However, many of the so-called ’dilemmas’ in ethics concern a very narrow area of software
development, and are rather questions about what the software developer is willing to do in his
work. For example, one could take the objection of Google’s employees to the company’s coop-
eration with the US military, or the problematic nature of various facial recognition systems,
the development of self-guiding weapon systems, etc.

Resolving ethical problems often requires reflection and evaluation, balancing a number of
different values and principles. This is particularly challenging because there is often no single

right solution.



2.2 SUSTAINABLE SOFTWARE DEVELOPMENT 25

Example: An ethically charged situation

you are a new employee on probation in a software company. A client requests in an email (cc
to your manager) that you make a customer record for them, which you discover may be in
breach of data protection legislation and put their customers’ privacy at risk. You need this
job.

Question 1: What do you do?

Question 2: You are replying to a previous email when your manager replies to you and the

client, promising that you will implement this register according to the specifications. What

do you do?

2.2 Sustainable Software Development

Software development utilizes a considerable amount ecological, economical and social resources
today and being sustainable about utilization is a part of the ethical software engineering.
Sustainable software engineering is aimed at reducing the bad impacts of software development

to the society, at large [14].

2.2.1 Environmental Responsibility

Software engineers have a responsibility to minimize the environmental impact of their work
by optimizing the energy used during the development software products and their subsequent
usage. For example, software systems both in normal desktop computers, mobile devices and
game consoles supporting our everyday tasks, and in power plants, nuclear stations or super
computers handling advanced calculations might be performing their expected tasks well but
at the cost of consuming extensive amount of energy and thus emitting green house gases to
the environment, if not running with a computational efficiency.

It is an ethical responsibility that a software engineer codes with environmental sustainabil-

ity in mind while continuing to raise own awareness about latest sustainable coding practises.
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2.2.2 Green Coding

Creating more efficient algorithms that use fewer resources is central to green coding since it
directly reduces memory usage and, consequently, the energy consumption of the application.

When practising green coding, a software developer should be able to choose energy-
efficient programming languages that suit the requirements of the client.

In terms of web services, optimizing the data handling between services, for example,
data compression before transmission or minimizing unnecessary data transfers will reduce
computational overhead which will result in less energy consumption.

Also, improving the efficiency of the code itself is a crucial aspect because it requires less
computational power and, consequently, consumes less energy. To achieve this the following
approaches could be utilized.

Non-pessimization is the practice of avoiding inefficient coding from the outset. It’s about
writing code that is not unnecessarily complex or resource-intensive.

Algorithm optimization is improving the logic and efficiency of algorithms to lower their
computational complexity, which in turn reduces the energy used during their operation.

Loop optimization includes minimizing the overhead from repetitive loop execution, through
various methods, for example, by avoiding loop dependencies.

Parallel processing can notably enhance execution speeds and cut down on energy consump-

tion by effectively distributing tasks across several cores.

Green UI/UX Design

Technical optimization is one side of the green software development. Other side is optimization
of the user experience to support more sustainable use of the unerlying system and also save
users’ time for more meaningful and hopefully sustainable tasks. Creating user interfaces that
are not only user-friendly but also energy-efficient plays a major role in sustainable software
development. Excessive animations and complex user interfaces increases power consumption.
Sometimes, the unorganized and excessive use of UI/UX elements can even diminish the whole
user experience.

Avoiding dark patterns in UI/UX design is crucial for green coding. These deceptive prac-

tices are not only unethical and sometimes illegal, but they also increase energy consumption.
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First, dark patterns lead to higher use of website analytics by tricking users into consenting
to data collection, which activates these tools. Second, they add unnecessary elements and
complicate the interface, making users spend more time and clicks on the site, which further

raises energy usage.

2.2.3 Measurements of Power Consumption

Without means to objectively analyze the power consumption of a software system it can be
hard to really to improve the environmental sustainablity of the system let alone determine
if there is need for further optimization. In measuring energy utilized by a given software
both hardware (e.g. AC-meters, Meters connected to the DC -power supply, Integrated power
measuring circuits) and software tools (e.g.: Intel PCM!, Syspower?, Windows E33, Website
Carbon Calculator?) can be used. Furthermore, Green Algorithms® is an example of a freely
available online tool for estimating the carbon footprint of software operations, developed by

Lannelongue et al. in 2021. [15]

Carbon Footprint and Measuring Co2 Emission

Carbon footprint is generally defined as the total emissions of carbon dioxide (CO2) and
methane (CH4) including all relevant emissions, absorption’s, and storages by a specific group,
system, or activity [16].

Life-Cycle Assessment (LCA) [17] and the Greenhouse Gas Protocol (GHG) [18] are two
methods to calculate the carbon footprint in the products and processes. LCA is often used
for assessing individual products and processes, whereas GHG is designed for countries and
large corporations. Although calculations sometimes focus solely on CO2 emissions, it’s more
usual to consider the equivalent emissions of other greenhouse gases as part of the total carbon
footprint. It should be noted that in many cases the majority of the CO2 emissions caused by

a software system are connected to operational energy consumption of the system.

Intel PCM

2Syspower

3Windows E3

4Website Carbon Calculator
5Green Algorithms


https://github.com/intel/pcm
https://github.com/s4y/syspower/
https://devblogs.microsoft.com/sustainable-software/measuring-your-application-power-and-carbon-impact-part-1/
https://www.websitecarbon.com/
http://calculator.green-algorithms.org/
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The tools such as Carbon Footprint® by Google, Customer Carbon Footprint Tool” by AWS

can be used to measure the power carbon emission by a given cloud application.

2.3 Accessibility to Software Products

One part of social sustainability of software is to incorporate accessibility into the software de-
velopment process involves considering accessibility at every stage of development, from design
through to implementation and maintenance. It is only ethically right for a software devel-
oper to establish the fair digital access to differently-abled community based on the product
audience.

Inclusive design aims to make products accessible and usable for people with various
backgrounds and abilities [19]. It involves considering a wide range of user needs and preferences
throughout the design and development process. Major companies like Microsoft, Apple, and
Google have adopted inclusive design principles, demonstrating the importance of accessibility
in creating successful, user-friendly products. Inclusive design goes beyond addressing psycho-
physical limitations to encompass all aspects of diversity, ensuring that products are accessible
to as broad an audience as possible.

Aiming to make web content more accessible to people with disabilities, Web Accessibility
Initiative (WAI) of the World Wide Web Consortium (W3C) has complied the Web Con-
tent Accessibility Guidelines (WCAG) [20]. WCAG is based on four foundational prin-
ciples, often referred to by the acronym POUR: Perceivable, Operable, Understandable, and
Robust. These principles ensure that content is accessible by providing guidelines.For exam-
ple, theturku.fi 8 website provides color contrast(ensuring sufficient contrast between text and
background colors) and variable font sizes to navigate within the site.

To effectively incorporate accessibility into the SDLC, software engineers and designers will

need to focus on the following aspects.

1. Start with an understanding of the diverse needs of their user base, including those with

permanent, temporary, or situational disabilities.

6Google: Carbon Footprint
“AWS: Customer Carbon Footprint Tool
8turku.fi


https://cloud.google.com/carbon-footprint
https://aws.amazon.com/aws-cost-management/aws-customer-carbon-footprint-tool/
https://www.turku.fi/
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2. Adopt inclusive design principles, actively considering accessibility at every stage of the

development process.

3. Ensure that accessibility considerations are integrated into the curriculum for software
development and web development courses, preparing future developers with the necessary

skills to build inclusive applications.



3 Starting a software project

The aim of this course is to introduce the reader to the main topics of software development in
chronological order and therefore in this section we will cover topics that are primarily related
to the early stages of a software project. As a result, a large number of the topics are primarily
concerned with organisational and communication issues, while technical implementation and

its design are largely the subject of Chapter 4.

3.1 Understanding the client

Doing a proper groundwork is essential for the software project. At the beginning of the
project, it is a good idea to find out the background information of the potential customer.
This preliminary research provides a basis from which to build a deeper understanding of the
customer during the start of the software project. Gathering more specific information at this
stage will help the project team to better understand the customer’s needs, save time, and limit
the potential for misunderstandings.

It is essential to know basic information about the company, including its size, industry,
location, year of establishment, and number of employees. In addition, understanding the
company’s business model — who the products or services are aimed at, the value proposition,
and the revenue logic — is important to envision how the software should support the company’s
objectives. In other words, you need to understand who you are making the product for.

It would also be useful to gather an understanding of the industry the company in question
operates in. Current trends in the industry, legal and regulatory requirements, and specific
challenges and opportunities are all factors that can influence the design and implementation
of a software project. This knowledge will help to identify potential barriers and opportuni-

ties in working with the client in a timely manner. Knowledge of the products or services
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offered by the client’s competitors, as well as the technologies they use, provide valuable indi-
cations of what innovations or improvements the customer may be looking for. You can also
ask your own networks for background information and consult open sources of information.
Researching a company’s website, social media, and news articles can provide insights into the
company’s current state, software needs, and valuable insights into its culture, values, and how

it communicates with its customers and stakeholders.

3.2 Pitch your know-how / idea

Once you have an idea of how something should be done, you have to pitch it to potential
customers. The customer in this sense is not just the paying customers but more generally the
people whose acceptance is the key to taking the idea and going ahead with it. A customer can
also be a member of your own organisation, e.g., a manager or product owner, or really anyone
in a position to make decisions about how the project will be implemented.

The fact is that the world is full of great ideas. Only a small percentage of those ideas ever
make it to the implementation stage, and this is very much dependent on how well you present
it to the rest of the organisation, i.e., to potential customers, so that they also feel that this is
the idea that should be implemented. It is also an unfortunate fact that the goodness of the
idea itself is often not enough to give it the green light in the minds of the decision-makers,
but it must be presented in a way that is convincing and "sellable" so that others also see the

value in the idea. We will now go through some key steps on how to do this.

e Tying the idea to the wider context and goals of the organisation: this is very much due
to the fact that the idea must be something that contributes to the overall purpose and
goals of the organisation. It is not necessarily futile to try to extend these goals, but it is

much more challenging than getting an idea through that feeds them.

e Demonstrate a clear understanding of what problem the idea addresses: a solution to
a problem that the organisation does not clearly identify and that you yourself cannot

explain in a meaningful way is extremely difficult to get accepted.

e Condense the idea into an easily understandable form: you need to be able to summarise
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the idea clearly enough to get the main points across in "five minutes" before your audi-

ence loses interest.

e Provide a reasonable estimate of the time and resources needed: having a reasonable
work plan shows others that you have thought about the problem and taken the time to

consider 1it.

e Explain the metrics used to assess the success of a project: presenting raw facts about
how to assess the success of an idea will make a huge contribution to decision-makers

wanting to take it on.

e Be honest about ambiguities and weaknesses: don’t lie if some aspect of the idea is not
fully thought-out (because it may not be at the ideation stage), but admit any unknowns

directly if they exist.

e Be able to explain your idea without the use of PowerPoint slides and other aids: you
need to know your idea well enough to be able to explain it without any extra materials

to the interested parties.

e The wow factor: it doesn’t hurt to add an element to the idea that appeals to the listener’s

emotions and makes them think that this is the best thing since pre-sliced bread.

3.3 Identify stakeholders

In the context of software engineering, stakeholders are people, groups of people, or organisa-
tions that are in some way related to a software project. Stakeholders can be both internal
and external. Internal stakeholders are directly related to the organisation or project, while
external stakeholders are entities outside the organisation or project. Stakeholder identification
is the process of identifying and understanding the individuals, groups, and organisations that
are associated with the project or that may be affected by the project’s activities. Stakeholder
identification is a key part of project management and planning, as it helps to ensure that all
stakeholders are taken into account and that needs and expectations are met.

Stakeholders in a software project may include, for example:
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e Customers: software users or organisations that subscribe to or use the software. Cus-

tomers can be end-users or other organisations.

e (lient representative: the client’s representative may have different objectives from those

of the body they represent.

e Users: the individuals or organisations that will be the end-users of the software. Under-
standing the needs and expectations of users is important in the design and development

of software.

e Uses: the software can be used to manage the information and daily life of a group of

people, for example, in a retirement home, an HR department, or a senior citizen’s home.

e Citizens: if it is a public administration project, the payer is often different from the

client.

e Shareholders and management: the purpose of a limited company is to generate profits

for its shareholders, unless the articles of association provide otherwise.

e Project team: team members involved in software development, such as software de-
signers, programmers, testers, and the project manager. The project team is also an

important stakeholder group that influences the software development process.

e Project owner: people in a managerial position in a project sometimes have different

objectives from the project staff.

e Stakeholder organisations: other organisations or stakeholders that are in some way con-
nected to the software project. For example, integration partners, subcontractors, certi-

fication authorities, or regulatory bodies may be important stakeholders.

e Administrators and other experts: the persons or organisations responsible for the main-

tenance, security updates, and ongoing support of the software after it has been used.

To identify stakeholders, you need to understand both the project process and the envi-

ronment in which the software is produced. Categorising the parties directly involved in the
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project into groups is therefore a good way to start the stakeholder analysis. It is then de-
sirable to begin a broader analysis of the impact of the software on the environment in which
it is implemented. This can be done using methods familiar from survey research to identify
the structure of the organisation and the expected impact of the software product on reality.
It is also important to find out what each stakeholder expects from the project or software so
that their needs can be taken into account. The professional skill is to be able to distinguish
between what is wanted and what is needed.

For major projects or those involving major changes, it is a good idea to consider stakeholder
engagement and involvement at an early stage to avoid both design errors and user resistance.
Stakeholder identification is an ongoing process, and the stakeholder list should be updated as
necessary as the project progresses. This will ensure that stakeholders are taken into account

throughout the project and that their needs and expectations are met.

3.4 Mapping the implementation technology

When planning a software project, the implementation technologies are largely but not entirely
determined by what you are doing. The general nature of the project—e.g., whether an in-
ventory management system for the logistics industry or a publishing system for the media,
whether the system will operate over the network or locally, how many simultaneous users the
system must be able to handle, how large the data volumes the system will handle, etc.—will
determine and limit the possible technologies to be used in a particular way. Some frameworks
have characteristics that make them better suited to building large systems, while others are
better suited to building small and medium-sized systems. If the amount of data circulating
in the system is huge, the backend implementation must be based on a language and database

type that is well optimised for such a load, etc.

e Scalability: a very key issue to consider when choosing an implementation technology,
especially when building a system with an ever-increasing number of users and/or data
to be handled, is scalability, i.e., how the technology used will fit the requirements of
these changing conditions. Some technologies are designed to scale effortlessly to roughly

all different levels of use, but others do not scale in a meaningful way when moving to
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higher volumes, which can cause significant problems and even a situation where the

entire system has to be migrated to a new structure.

e Technology diffusion: certain software technologies achieve technological standardisation
or at least extreme widespread use by software developers. Others do not. The more
widely used a programming language, engine, framework etc. is, the better documented
it tends to be, the more tested it has been in practice at different scales, the more libraries
are available for it, and the easier it is to find guidance on how to solve common (and
less common) problems that may arise in development. This creates an effect where
"popularity begets popularity" and feeds the pre-existing tendency for other players in

the field to decide to use the technology.

e Specialised uses: basically, programming is programming, and with enough work with
any language or framework you can, at least in theory, do anything. However, most of
these technologies are designed and intended to solve specific problems where they are in
their right element, but the flip side of this is that they are not very practical for some
other situation. For example, although it is theoretically possible to create web pages
using C alone, in practice no one wants to try it because there are much better tools for
web programming. Similarly, if you want to do signal processing systems or 3D engines,
you don’t do them in Java. When choosing an implementation technology, it is therefore
important to familiarise oneself with the general uses, strengths, and limitations of the
different technologies so that the features of the chosen technology can most effectively

enable the desired implementation to be built.

In practice, however, all software companies specialise in certain types of software and as
a result, maintain expertise in certain technologies. A software developer who does custom
integration between systems does not code games, nor does a web developer do firmware for
embedded systems because the applications and technologies used for implementation differ
enormously. For this reason, the right choice in software development, the above-mentioned
questions about the choice of implementation technology, are largely if not completely resolved
in advance. However, websites can be built on many different platforms, reference frameworks,

and languages; games can be built with different engines and languages, and so on. Very often,
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however, if the customer wants an implementation using technology X and the company does
not already offer solutions using that technology, the customer will look for another provider
because the nature of software development means that the introduction of new technologies is

a relatively large cost for the company, both in terms of money and human resources.

3.5 Software life cycle planning

Software life cycle planning, i.e., how long a system is to be used and how its use is to be
phased out and transferred to a new system in an orderly manner without interruption, is an
essential part of modern software development. Emphasis on the word modern because in the
past this aspect, as well as many other issues discussed in this course, was not much considered
when designing software, which is one of the reasons why there are still many critical systems
implemented with very old technologies, which are maintained at great cost and effort because
their decommissioning cannot be done in a safe way to ensure the availability of services during
the migration phase to the new system. In particular, in sectors where I'T was introduced early
on, such as banking and finance, there are still information systems in daily use today that are
implemented in languages such as COBOL, a 65-year-old programming language.

Although COBOL was originally designed for just such systems, it is clear that time has
overtaken it technically, but since it has been used to build systems that are responsible for
up to $3 trillion in global money transfers every day, it is not a simple operation to begin to
overhaul such an architecture. This is why COBOL developers are in a very special position
today where, due to the scarcity of these specialists, their skills are sought after by employers,
even though in practice the job is simply to maintain old systems — and to design migrations
to newer technology systems.

In general, the software life cycle can be seen as either linear or cyclical. In a linear model,
software is usually intended to be used for a specific purpose for a certain period of time, after
which it is run down in an orderly manner. In practice, the more common modern model is the
cyclical model, where the software development cycle is repeated until it is deemed obsolete or
redundant by the developer or the customer for whom it was built, at which point users are

notified of the end of the life cycle and a possible migration to a new system.
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The end of the software life cycle involves many issues, the solutions to which are best
planned in advance. What happens to the data processed in the system? Will it be backed
up? How will the system be shut down in concrete terms? Will the old data be transferred
to a possible new system? As software is nowadays hardly ever distributed through physical
channels but all downloads and installations are done over the network, questions about the
disposal of materials, which were in the past associated with system shutdowns, have become
irrelevant. To some extent, however, these same issues still apply today to what happens to
the physical equipment in the system, although very often today it is either leased or located
in a rented server space in data centre.

Technical debt refers to the phenomenon where software obsolescence, upgrades, poor de-
sign, and inadequate requirements specifications create situations that force other upgrades.
In part then, this is what has already been discussed in this chapter — ageing technology in
systems forces changes. But in part, it is a slightly more complex phenomenon which is partly
independent of the natural ageing of technology. Imagine a situation where you start making
changes to software — when you change one part of the software, it often "lightly requires"
you to change something else, usually several other parts. This is not a "hard requirement" in
the sense that the system will work in some way without these other changes being made but
not optimally. So there is an accumulated technical debt that has to be paid off at some point.
The more this kind of technical debt accumulates, the more work it takes to "pay it off," i.e.,
to implement the changes that need to be made to get rid of the debt. Another example of
technical debt accumulation is a situation where the requirements specifications are not quite
finished, but you still start working on the first version of the software for some reason, and
the refinement of the requirements specifications then accumulates technical debt when the

implementation has already been done in some direction.

3.6 Scheduling, resourcing, and budgeting

When you start developing the system, you agree on some sort of tentative timetable for when
the system will be complete and ready for production. The timetable should also take into

account the estimated time required for the different tasks and how the different tasks link
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together to form a critical path. The critical path refers to the interlinking of tasks that must
take place in a certain order because the start of the next task is dependent on the completion
of the previous task.

In some cases, this schedule may be more flexible and in others more rigid, but it is equally
important to understand that time is always limited and that the time spent on development
work has a cost, which is made up of employee salaries and other costs to the employer —
office space rentals, equipment costs, software licenses, and other costs of running the business.
On top of this, of course, you also have to take into account how much profit the business is
expected to make. Given the salary levels of developers and other technical staff, the costs
and therefore the number in the final price tag of the project will rise very rapidly the more
hours of work it involves. This issue will be covered in the exercises in this course, but it is also
useful for the sake of developing your own perceptual skills to give these figures a little spin to
understand the general scale of where you are when it comes to the cost of software projects.

Take for example a situation where an I'T entrepreneur runs a small-scale limited company.
For the sake of the example, we can assume that the company has four developers working
full-time and specialises in building and maintaining websites. If we assume that the hourly
wage of a developer is 20 €, just the developer’s salary in such a company per month is:
146 x 20 x 4 = 11,680 €. Add to this the compulsory employer’s expenses, and the total rises
by about 30% to just over 15,000 €. For example, if we assume that the rent for the office of
such a company would be around 1000 € per month, and even if we exclude other costs such
as electricity, water, internet connections, and equipment leasing costs from this estimate, we
can already see from these figures some kind of indicative estimate of how much money has to
come into the house each month to keep the business viable, let alone profitable. It should also
be noted that the 20 € /hour assumed here is the average salary of a junior developer; senior
developers and specialists must be paid significantly more. And only after all these costs have
been covered can the entrepreneur start to think about the amount they would pay themselves
as a salary.

If such a company contracts a project with a time estimate of 4 months and where all
employees work full-time (i.e., their working time is not used for other projects), then it can be

directly calculated that the minimum price to be asked for this is 4 x 16,000 AC = 64,000 €
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and that at this price the entrepreneur does not yet make any profit on the whole job. If the
entrepreneur himself is to make any reasonable profit, the price tag for a project of this kind
will be at least 100,000 € or more.

In practice, of course, this is never the case, but in such small companies, each of the four
developers is constantly working on several different client projects, sometimes in collaboration
with each other and sometimes on their own because otherwise there is no way to make such
an activity profitable without the amount of money the client has to pay becoming unbearable.
In larger companies, on the other hand, several employees or even teams may be assigned to
each project because the scale of the projects is also much larger.

The Gantt chart shown in Figure 3.1 is a graphical representation for representing and
measuring the time required for a task, where the scale is the unit of time used, and the tasks
are represented by bars of a certain length of time. The Gantt chart is a fairly old invention,
but it is still widely used in scheduling. However, its weaknesses are that its graphs do not take
into account the variation in time over the course of tasks or other job-related characteristics
such as time use. The simplicity of the concept is a double-edged sword in this respect because
although it is easy for both developers and stakeholders to understand the progress of the

project, it cannot describe all the factors that influence the duration of the project.
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Figure 3.1: Example of a Gantt chart (Source: Wikipedia)
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3.7 Selecting members of the implementation team

When considering the selection of team members, the existing resources of your organisation
should be taken into account, i.e., what skills are already available in the organisation that is
making the software, and how to proceed if the skills are not already available in-house. To
make this process easier to understand, let’s first review the most common roles in a software

development organisation.

3.7.1 Skill levels of software developers

e Trainees/Junior developers: Developers working under this title are early in their
careers and usually have very little, if any, actual work experience. In almost all organ-
isations, their workloads are sized to reflect this lack of expertise, and junior developers
are generally not required to have anywhere near the same pace of development as more
experienced developers. In most cases, junior developers are also not given the same
level of independent responsibility, at least at the very beginning of their career, as more
experienced developers, but are usually closely supervised and monitored by a more ex-
perienced developer, such as a senior developer, who can provide guidance on technical

problems and can also act as an orienter to the working practices of the organisation.

e Mid-level developers: This term is not used very often, but there are many "basic
coders" who fit this description. These are developers who usually have a few years of
work experience and are therefore well above junior developers, but not yet experienced
enough to have made the transition to the ranks of senior developers or other more

demanding roles.

e Senior developers: Developers who have reached this level are almost always profes-
sionals who have been doing software development for years or decades and have earned
their place in the software development world through the quality, speed, and initiative of
their work. For this reason, senior developers also, in practice, always have considerably
more personal responsibility for the outcome of their work than younger developers and

to some extent often play more of a managerial role.
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e Supercoders: Supercoder is not really a job title, but it refers to highly talented and
productive application developers whose workload is equivalent to the productivity of
many "normal" developers. Supercoders are virtually always at least senior developers in
their job titles and have decades of very broad experience in various aspects of software

development.

3.7.2 Specialised roles in software development

e Architects: The software architect is the person who defines the broad lines of the soft-
ware in the early stages of software development and envisions and guides its extensions
in later stages of development. The architect does not necessarily have to be a hardcore
technical expert, but very often architects are former senior developers with extensive
experience in software development. In general, you might not find the title of ’system
architect’ in smaller software companies, but the same tasks are performed there by senior

developers.

e Front-end developer: A developer with a strong focus on developing the user interface

side of the software and related technologies.

e Back-end developer: A developer who is primarily focused on developing the back-end

part of the software.

e Full-stack developer: A developer who specialises in managing a "technology stack"
(i.e., interrelated front/back/database technologies) and can therefore work seamlessly
with both front-end and back-end developers. Usually, such a role is developed by focusing

first on one and then on the other of the roles mentioned above.

e Specialists: This category includes all of the roles working in software development
and IT more broadly who do not actually do software development, but whose input is
essential to the operation of projects and organisations. This category includes server
administrators, unit testers, user managers, etc. In smaller organisations, these tasks are
likely to be performed by development staff in addition to their other tasks, but in larger

organisations, they are virtually always their own job titles.
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When starting to think about which members to allocate to a software project, the expe-
rience level of the selected members and their possible previous specialisation in a particular
aspect of software development should be taken into account. For example, if a junior developer
or more is assigned to the project, they should ideally have an experienced developer present
to check on the progress of the work. If the project requires the use of a technology for which
the skills are not already available in the in-house talent pool, it must be considered whether
it makes more sense to try to hire new developers or to train existing talent in the new tools.

Experienced developers can be expected to pick up new languages and frameworks with very
little effort, while a junior developer may spend an inordinate amount of time learning something
completely new. However, it should also be borne in mind that the different technologies are
conceptually and sometimes also syntactically closer and closer to each other so that it may be
easier to learn them if the developer already knows how to use a similar system. In short, if
you need to start learning new technologies, and if you already have React and Python experts
in your team, it makes more sense to have a React expert learn Angular and a Python expert
learn Django if there is a need to learn one or the other.

The alternative is of course to start hiring completely new staff who already have the desired
skills. This can be approached from two angles; either you hire a new employee directly or you
rent temporary staff from somewhere as a consultancy. The problem with the first process
can be that finding the right person always takes a certain amount of time which may not
be available, and the nature of the skills required may limit the pool of available candidates
considerably. The problem with the second option is that such developers are usually quite
expensive, and although the developers providing consultancy services are usually quite skilled,
this does not necessarily guarantee that an author brought in quickly from outside will be well
suited to the working environment. In addition to the actual development work, some other
aspects of software development, such as graphic design, may also be best served by outsourcing

the work to another company.
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3.8 Build a development environment

Building a development environment means slightly different things for different types of soft-
ware projects, but certain things, such as the use of version control, have become practical
standards that are followed in all areas of the software industry. In this subsection, we will
discuss the most important aspects of the development environment, namely version control,
CI/CD pipelines and the test environment itself where the software is tested before it can be

moved to production.

3.8.1 Version control

Version control systems are one of the cornerstones of modern software development, enabling
both the coherent tracking of code changes, their cancellation when necessary, ensuring code
availability through repositories, and the coordination of the work of multiple developers in
a rational way and if necessary isolation into separate development lines that can then be
merged. In practice, version control almost always refers specifically to the Git software (and
the associated GitHub and GitLab environments), which is by far the most popular and used
version control tool, but in reality, there are many other systems like this.

Using version control tools really effectively to get the most out of them requires some
familiarity, but it is essential for the design and implementation of a software project that
all contributors understand at least the basics of the system used. For more complex version
control operations, however, there should be at least one person on the team who knows how to
use the more advanced features of the version control system in question and can, if necessary,
solve any problems that may arise, such as Git merge conflicts. In general, implementing
version control is trivial. However, in some more specific use cases, for example when working
with large game engines, configuring repositories is a bit more complex and requires some extra

work.

3.8.2 CI/CD pipelines

Continuous Integration/Continuous Deployment pipelines refer to the design of software devel-

opment in such a way that the process of testing, integrating, and moving the finished code into
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production is as straightforward as possible, hence the term pipeline. An essential part of such
a pipeline is the automation of all possible aspects so that as little human effort as possible
is required in any part of the release process. Large version control providers such as GitLab
and GitHub offer their own CI/CD tools that allow these processes to be easily integrated with
the actual version control into a single process where automated system tests new features in
code and then automatically takes them to production without the need for humans to actually
observe the process.

The first part of the CI/CD concept, Continuous Integration, contains the part of the process
where changes to the source code are tested and integrated into the repository automatically.
The second part, Continuous Delivery, is sometimes referred to as Continuous Deployment,
which is a detail to pay attention to. The issue is that these two almost similar concepts do not
mean exactly the same thing but in fact when we talk about Continuous Delivery, we mean a
pipeline where before going into production someone has to sign off on the changes, whereas in
Continuous Deployment the pipeline is fully automated in the way described in the previous

paragraph.

3.8.3 Test environment

To ensure that everything works in practice as it should, it is usually a good practice to build
a test environment with the characteristics of a production environment. The idea is to create
an environment that is configured so that when the application under development is run in it,
it gives a response that is exactly the same as what is wanted in production.

In practice, this means that databases, servers, cloud environments, and other variable
elements are configured to be perfect replicas of what will be used in production. It is also
common for the actual development work to take place in a test environment via some form of
remote access so that the effect of changes made to the code can be seen as quickly as possible.
Only when a new feature works in the test environment exactly as it should in production is it

taken forward to production.
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3.9 Preparing the ground for teamwork

When a new project is started and the team members have been finalised, it is necessary to
hold a meeting to go over the general outline of the project so that everyone is on the same page
about where we are going and what responsibilities belong to whom. Of course, exact work
tasks are not yet allocated because they will come with Scrum or some other work management
method in their own process as the work progresses, but the team’s roles are agreed upon.
This is also the time to decide on common working methods if they have not already been
defined at the organisational level and to discuss which technologies are needed for the project.
In a good situation, a team operates like a well-tuned machine where everyone knows their

domain and things flow smoothly and under their own weight.

3.10 High-level components and interfaces

In today’s world, there is very little software that would work entirely alone. Almost all systems
have some form of interconnection with another system, mainly in the sense that information
is transferred either continuously or periodically between multiple different systems. Usually,
this is either to retrieve some information from one system or to send information to another
system that provides services that cannot be provided by its own system, the parameters of
which are then sent. A very common example of this is text messaging systems; sending text
messages over the network requires certain technical features that are possible but relatively
laborious to develop in-house. For this reason, it is common to use service providers that offer a
paid API that allows you to send the content of a message from your system to another system
that will handle the delivery of the message to the recipient. Basically, when we talk about
an information system of a large company such as an insurance company or a bank, we are
really talking about a set of systems with several separate information systems that interact
with each other and together form one large system.

To make this possible and organised, interfaces must be defined between these systems
describing how system A can request information from system B without needing to know
anything about B’s properties except for the interface. System B must therefore provide an

API, which defines how A can formulate requests in such a way that B can provide the desired
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data and vice versa. This allows completely different organisations or teams to be responsible
for the operation of two different data systems without knowing anything about how the other
system is implemented as long as the interfaces are defined in such a way that data transfer is
possible.

As a result, virtually all systems today offer such an API, which is usually very straight-
forward and simple to use. However, when defining interfaces, it is important to understand
what data the users of the interface are allowed to access and how. For example, very recently
a large Finnish software house which maintains a very widely used system to support teaching
gave access to the system’s interface to a third party who was developing their own application
alongside the original system. As a result, personal data processed on the system inadvertently
became available to the third party’s users.

The design of the software API should start early in the development process, taking into
account not only usability but also the availability and accessibility of information and of course
other factors that may be related to security and privacy. In addition to designing your own
API, it is vital to identify what data or services the software needs from other systems, how
their APIs work, and to plan how to use these to develop the components that retrieve or send

data in the desired way.

3.11 Leveraging existing code

Modern software development relies very heavily, perhaps even too heavily, on using libraries
and modules coded by someone else doing the software development and reusing the building
blocks that your own team has built in the past. This is of course a positive development in
terms of workload as it allows things that used to take days or weeks to code to be available
as ready-made packages often for free. However, when talking about third-party solutions, it
should be noted that the development and updating of these components is often beyond the
reach of the in-house team. Furthermore, in the case of systems developed or maintained by
a third party free of charge, there is virtually no guarantee that these components cannot be

changed into something completely different or simply discontinued without notice. In the case
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of commercial components, this is not nearly so common. For the most part, this is not a
problem, but it can become one in some cases.

When starting a software project, it is therefore important to map the extent to which
you can find code that can be reused in a new project, and teams that have been developing
software for a long time tend to have quite large libraries of ready-made implementations of
often repeated functions or at least templates that can be quickly adapted to new uses. This is
partly because software houses tend to concentrate on producing a particular type of software,
e.g., websites or games or "integration blocks" or production control systems so that the basic
structure of successive projects tends to remain somewhat similar. This is partly because some
programming languages inherently encourage the construction of structures that are as reusable
and generic as possible and can be applied to a wide range of problem-solving.

If you can’t find a ready-made implementation from your own previous projects, the chances
that someone else has already created one are very high. This does not mean that there is a
pre-coded solution to every problem that you can implement in your own software at the click
of a button, but especially for commonly used languages, there is a very wide range of libraries

available.



4 Software development process

In this section, we will focus on the development process itself, as the title suggests, again

trying to maintain at least an indicative chronological order in the way things are presented.

4.1 Functional and non-functional requirements

Software requirements can be divided into two distinctly different sections, namely functional
and non-functional requirements. In very simple terms, functional requirements define what
the software must do, and non-functional requirements define how the software does it.

So you could say that the functional requirements are much more important, because the
things they specify are necessary for the software to work at all. If these requirements are not
met, the software will not do what it is designed to do. If, on the other hand, the non-functional
requirements are not met, the software will still basically do what it is intended to do, but it
will not do it in a way that is aesthetically, usability-wise or otherwise experientially desirable.

However, since most software development in modern times is not done in academic ivory
towers where usability or appearance is irrelevant, but very much to meet the needs of paying
customers, the importance of non-functional requirements has also grown considerably. The
modern consumer wants software that not only works well, but is also aesthetically pleasing
and intuitive to use. It should also be noted that non-functional requirements are generally
considered to include various aspects of security and user privacy in the operation of the soft-
ware.

It is possible and often most reasonable to describe the functional requirements as different
scenarios, known as use case diagrams. These diagrams describe the functions of the software

as clearly and at the highest level as possible. They are not intended to be definitive blueprints
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of how the software will actually be built, but rather guidelines for what will happen when the
various functions are performed.

There are no equally clear guidelines and tools for defining non-functional requirements.
There are tools for this work, but they are, like the non-functional requirements, much more
open to interpretation and, on the other hand, much more general and generalisable to different
types of software. For example, the use of the Nielsen heuristics, defined as early as 1994
by Jakob Nielsen, a pioneer in usability research, is to some extent established in software
usability design. These heuristics consist of "ten commandments" formulated by Nielsen based
on his research, which are intended to serve as rules of thumb for usability design. It must
be understood, however, that non-functional requirements are also very subjective, and when
designing software tailored to a specific user or customer, the customer’s individual needs may
be more important than, for example, adherence to the design principles mentioned above.

Although it may seem a little counter-intuitive, generally speaking, non-functional require-
ments include things like security and user privacy. In today’s world, these are of course of
paramount importance, and failure to comply with them can, in the worst case, be costly for

both the operators and the suppliers of the system.

4.2 Understand the customer’s need at a general level

Before any actual design or development work can be done, the customer’s need for the soft-
ware’s functionality must be thoroughly understood, in other words, a requirements definition
must be made in which the functional and non-functional requirements for the software’s func-
tionality are clearly defined. In practice, this requires a lengthy communication process with
the customer, in which both the general level of what the customer would like the software to
do and the functional and non-functional requirements of the software are discussed.

A very high-profile example of this is the Apotti project of a few years ago, where the
Uusimaa Hospital District purchased a very expensive information system that ultimately did
not meet the needs of the customer. The primary reason for this (apart from the direct tech-
nical problems associated with the Apotti implementation) was that the system supplier, Epic

Software, specialises in building information systems that operate in a mainly privately owned



4.2 UNDERSTAND THE CUSTOMER’S NEED AT A GENERAL LEVEL 50

hospital ecosystem in the United States, which is a very different environment from the Finnish
public hospital system. This difference was not sufficiently communicated during the design
phase of the system, which is why Apotti has been reported to have many features that are
downright useless, or even negative to work performance, because there is simply no use for
them.

The software producer must also remember that the customer does not always fully know
or understand what they really want. Of course, the customer has some kind of general idea
of what is wanted, e.g., a website, a mobile app for X, an information system for product
tracking, etc., but this idea may not be very refined at the stage when the customer and the
system provider start negotiating. Depending on the client organisation’s previous experience
in procuring systems and its own level of technical competence, the vision of what is wanted
can be very precise — but it can also be very fuzzy due to a lack of these things. On the one
hand, the customer may not fully understand what is possible, on the other hand, there may
be no idea of how much the desired feature will cost, and on the other hand, there may not
even be any idea of what exactly the desired system should do.

For these reasons, it is vitally important that the software supplier knows how to ask the
right questions in a consultation situation, and to ask for clarification on details that need to
be elaborated upon. If the supplier is satisfied with the customer’s initial answer about what is
wanted, without trying to clarify the exact need and the desired outcome, it is likely to end up
with a situation where the customer gets something slightly different from what they needed.

Sometimes, however, despite all the efforts made to identify the customer’s needs, the result
is a situation where the customer cannot say exactly what he wants. In such a situation, the
software supplier must be able to suggest different ways of implementation on the basis of which
the customer will form his final opinion, because if such open questions are not resolved and
the software developers themselves decide how to solve the issues, it is very easy to end up in
a situation where the customer is not satisfied with the end result.

Of course, when you talk about modern agile development, you don’t want to lock everything
down at the beginning and then go and implement it, because it’s an iterative process. What is
being sought here is the so-called co-design approach, i.e., that this communication about what

the customer actually wants and what the software should do should not end with a preliminary
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agreement on what is to be delivered, but that, as far as possible, customer representatives
should be involved in the development process by presenting new system features to them and

asking for their opinions on whether these meet the customer’s needs.

4.3 Understanding the overall structure of the system

When starting to describe the architecture of a system, it is important to understand how the
scale of the project affects the description process. If it is a single website, it may not make
sense to start drawing detailed UML diagrams of all its functions. On the other hand, if we are
talking about a system with tens or hundreds of thousands of concurrent users, very detailed
modelling is extremely important.

Architectural styles are ways of categorising different types of software development archi-
tectures. There are several such styles, and it cannot be said that any of them is necessarily
standard, but that the right category for a software project depends largely on what you are
doing. The most traditional of these is the Monolithic Architecture, where the software package
is seen as one big unit. Somewhat inversely, despite its name, it is best suited to describing
small and medium-sized software, as it scales somewhat poorly to larger projects. In designing
larger software today, for example, the Service-Oriented Architecture is used, where software
is built on a set of disconnected units that communicate with each other through interfaces.
An even more advanced model is the Microservice Architecture, where the decomposition of
the software into separate units is taken to a much more detailed level, making it very well
suited to rapidly evolving software. However, these two models should not be confused with
the Component-oriented Architecture, which is a similar but somewhat different approach to
software decentralisation. The difference between components and microservices could perhaps
be seen in the fact that components are traditionally understood as parts of the software but
not as separate from it, whereas a microservice that is part of the software can be, for example,
a program that is completely external to the software itself. An example of such a service
could be Twilio, for example, which can be used to easily implement SMS messaging over the

network and can be easily deployed through the API it provides. In general, there are many
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other architectural models besides those presented here, but we will not cover them in this

course.

4.4 Unified Modeling Language (UML)

Modeling a system, in other words describing its functions and components with sufficient
accuracy, is a very essential part of software development. While agile development has tended
to move away from this approach and towards a preference for modelling from a representation
of already implemented components in UML (or similar systems), the truth is that, especially
when building systems of any size, modelling has a very clear purpose in terms of outlining the
relationships between the different parts of the software.

Unified Modelling Language (UML) is a “modelling language” for designing software func-
tions. It is perhaps a little counter-intuitive to talk about a language because UML is really
just a set of rules that define how the different parts of a graphical diagram describing the
operation of software should be structured and how they relate to each other. It is therefore
not a “language” in the sense of a machine language, a search language, or any language ex-
pressed in words. However, the linguistic nature of UML is most evident in the fact that a
correctly constructed UML diagram can be used with modern development tools to generate
directly from the code a class hierarchy, e.g., in the sense of object-oriented programming, and
conversely, code can be used with the right tools to generate UML diagrams. This process is
often used today in the context of agile development practices.

Although UML was originally developed as a tool to help with object-oriented programming,
it has generally had a strong influence on other software development paradigms and processes.
However, UML as such, in the pure form in which it has been standardised since 1997, is not
widely used today, and the diagrams used in practical software development are more free-form.
However, these more commonly used free-form diagrams are significantly influenced by UML.
The use of pure UML is also limited, not only by the fact that there is rarely a necessary need
for it, but also by the fact that it is to some extent linked to the object-oriented programming

paradigm, which has lost some popularity in software development.
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When talking about UML diagrams proper, several different types of diagrams are referred

to, which are described in the following diagram:
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Figure 4.1: UML diagrams of different types

As we can see from the diagram above!, UML has two main types of diagrams, Behaviour
Diagrams and Structure Diagrams. Under these two main types, a number of different subtypes
and their subtypes are organized to provide different perspectives on software. Structure Dia-
grams, and in particular Class Diagrams, are the type of UML that most people think about if
they ever think about UML. Namely, a Class Diagram describes the class hierarchy of software
and the key properties of classes, and can be converted directly into code using certain tools.
However, UML as a whole contains many more different types of diagrams and can in principle

be used to describe any aspect of the operation or structure of software.

'UML diagram types


https://en.wikipedia.org/wiki/Unified_Modeling_Language#/media/File:UML_diagrams_overview.svg
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UML short history

The Unified Modelling Language, or UML, was not developed from scratch, but was formed by
combining ideas and methods from previous similar technologies. In the early 1990s, the golden
age of object-oriented programming, a number of different systems were developed for designing
software and, in particular, the structures of object-based solutions. Among these systems, the
Booch Method, developed by Grady Booch, James Rumbaugh’s Object-modelling Technique
(OMT), and Ivar Jacobson’s Object-oriented Software Engineering (OOSE), were the most
important influences on the development of UML. Booch, Rumbaugh, and Jacobson worked at
Rational Software in the mid-1990s, where their collaboration resulted in the building of UML
on the foundations of the systems they each developed in 1994-96, which has since become a de
facto standard for software development design, much like Git has become for version control.

In 1997, the development of UML was taken over by the Object Modelling Group (OMG) and

its first standardised version was published.

4.4.1 Theory Box: Other Modelling Languages

UML is not the only modelling language relevant to software engineering. Examples include

Business Process Modelling Notation (BPMN) and flowchart methods.

4.4.2 Theory Box: Model-driven Engineering (MDE)

MDE is another approach to software design, including approaches like low-code and no-code
systems. This encompasses different levels such as configuration, graphical application devel-

opers, and code-based programming.

4.5 Design the system for security, data protection, safety

and ethical aspects

Security, privacy and ethics are not things that can be tacked on to a software product after the
fact, but must be built into the system. The challenge for the software professional is therefore
to keep these issues constantly in mind, even if they do not necessarily affect his or her daily

work. In addition, these are complex and multifaceted issues, which often require the assistance
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of specialists. These experts may be specialists working on several projects in the organisation

or external consultants. In many cases, an external audit, a 'second opinion’, is also obtained,
which is sometimes required by regulation.

It is particularly important to note that this is not just a technical or mathematical problem,
but that the developer and the development team need to understand how users work, in which
environment the (software) product will be used and which stakeholders are affected by the
product. It is also worth noting that mainly security-related issues, such as privacy and data
integrity, are ethically charged issues, but ethically charged issues may arise in a project beyond
security issues. The aim is to use technical and socio-technical measures to bring the system
to the desired and ’right’ way of working.

Security of use is a key consideration at all stages of the software process. This includes user
interface design, error management, documentation and guidelines, and user testing. The aim
of user safety is to ensure that the software is easy to use, that users understand its functions
and that it works as expected.

User security is also related to the security and privacy of users. This means, for example,
protecting user data, securing passwords, ensuring user consent and creating a safe and reli-
able experience for users when using the software. It is also important to provide users with
appropriate training and support on security issues related to the use of the software, so that
they understand its security features and potential risks.

Careful security planning is vital for most software systems and includes measures and
practices to protect the system and the data it contains. The aim is to ensure the integrity,
confidentiality and availability of the services produced and the data they contain. There
are several aspects of information security, such as encryption, access control, vulnerability
identification and remediation, and continuous monitoring and control.

During the software development process, security is considered at several stages. The re-
quirements specification should take into account security requirements and risk analysis. The
design should include security solutions such as strong authentication and access management.
The implementation must ensure secure programming practices and minimisation of vulnerabil-
ities. Testing must ensure that the software can withstand security auditing, and maintenance

must monitor and update security-related issues.
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The appropriate level of security depends on a number of factors, including the nature of

the software, its intended use, user needs and stakeholder expectations. Security is not a single
absolute level, but a constant balancing act between risks and resources. In general, the aim
is to achieve an adequate level of security that protects the software against significant threats
and risk situations. An appropriate level of security seeks to minimise risks to an acceptable
level, taking into account available resources and time constraints. The level of security may
also vary across different software and contexts. For example, critical infrastructure systems
or applications handling personal data may have very high security requirements, while less
sensitive applications may have less stringent requirements.

The importance of information security is further emphasised when taking into account
the activities of the users, the environment in which the software is used and the different
stakeholders that are affected by the product. It is also important to recognise that security
issues such as privacy and data integrity are of ethical importance. The aim is to develop a
system that, through technical and social measures, supports the desired and perceived correct
approach to security.

A software product is ethical if and only if it is built on an ethically sustainable basis. In
this case, the design solutions of the software product, such as data management, security, user
experience design and monetisation models, are designed at the beginning of the project to
withstand ethical scrutiny. (Heimo, Kimppa & Nurminen, 2014; Heimo, 2018) For example, a
mobile game designed using a monetisation model, where the product is targeted at children
and uses psychological addiction mechanisms and micropayments cannot be an ethically sus-
tainable solution. (Heimo et al. 2018) Furthermore, ethical design and analysis should continue
throughout the software project.

The software product should reflect not only the ethical values of society and its developers,
but also the ethical values of its customers and the industry. For example, developers of software

for healthcare should familiarise themselves with medical ethics?.

2see for example Gillon https://www.ht.lu.se/media/utbildning/dokument/kurser/FPRB01/20132/
gillon.pdf
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Legal box: GDPR The EU General Data Protection Regulation (GDPR) is the regulation that
governs the processing of personal data in the European Union. From a software engineering
perspective, it requires software that processes personal data to implement appropriate safe-
guards, such as pseudonymisation, encryption, and be able to demonstrate compliance with
these measures. This applies to the design, development and maintenance of the software.
Applying the GDPR means designing and developing software according to the principle of
“privacy by design”. This means that the protection of personal data must be built into the
software at the design stage, not as an afterthought. It must also ensure that customers have
control over their own data, including the right to delete and transfer data.

Link: GDPR

See also: this link does not go to the right place

Consider these at the beginning of the process and keep them in mind throughout

the process!

4.6 Design system usability and use cases

Usability® in software design refers to the ability of the software to meet the user’s needs
successfully, efficiently and satisfactorily. The design of software system usability relates to
how easy and efficient it is for the end user to use the system. In this context, ease of use refers
to how intuitively the user can navigate through the software and achieve the desired goals.
Efficiency, on the other hand, refers to how quickly and flawlessly the user can complete his or
her tasks. The International Organization for Standardization (ISO) defines usability through
five key components: ease of learning, efficiency, memorability, error rate and satisfaction.*
In today’s world, where software production is very much focused on providing services and
products for the everyday needs of ordinary consumers, whether financial, entertainment or
hobby, the importance of usability has become much more important than in the early 2000s
or before, when software was primarily created and used in very specific work environments
and often by people who were familiar with software engineering. As a result, today’s design

for usability, user interfaces and user experience is much more heavily resourced and virtually

3engl. usability
41SO 9241-11:2018


https://eur-lex.europa.eu/legal-content/FI/TXT/?uri=CELEX%3A32016R0679
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all major and many smaller software companies have UX/UI (User Experience/User Interface)
designers dedicated specifically to this area of software development.

Even today, students of computer science and computer engineering are sometimes con-
fronted with harmful preconceptions that this branch of software engineering is somehow useless
and less important, but it is an undeniable fact that many of the major software industry success
stories of our time have been built very strongly on intuitive usability and a pleasing user ex-
perience, the clearest single example being Apple’s product ecosystem and, more generally, the
de facto standardisation of graphical user interfaces. If we were still living in a situation where
computers were mainly used from the command line, computing would never have achieved the
societal breakthrough we have seen over the last two decades, first with graphical user interfaces
and mouse navigation, and later with touchscreens becoming the norm. Therefore, usability
issues should not be ignored in software production, but should be treated with the same se-
riousness as seemingly more technical areas such as programming and system design. At the
University of Turku, usability design can be specialised in the Master’s degree in Interaction
Design, which offers courses that provide a more in-depth understanding of the subject and its

various techniques and theories.

1. Ease of use: How intuitive and easy is it for new users to learn how to use the software?

The less time and effort required to learn how the system works, the better its usability.

2. Efficiency: Once a user has learned to use the software, how quickly and effortlessly can
they perform the desired tasks? Efficiency can be measured, for example, by the time it

takes to perform a function or the number of functions required.

3. Memorability: How easily can users return to the software after a long absence and

continue using it without the need for a new learning process?

4. Error rate: How many users make errors while using the software, how serious are these

errors, and how easily can they recover from these errors?

5. Satisfaction: Is the software pleasant to use, and are users satisfied with the functionality

and appearance of the software?
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The design of use cases seeks to determine how the software will be used in real-world
situations. This process includes defining the different user roles, their tasks, goals, and needs.
These “user stories” help shape the structure and functionality of the software to best serve the
user’s goals.

It is worth noting that usability depends on the user and the context of use: usability is not
the same for all individuals or groups. Knowledge and understanding of the target audience
is therefore key to usability design. It is important to remember that both usability and use
case design are ongoing processes in software development. User feedback and testing are
essential tools for improving these design processes and should be used regularly throughout
the software lifecycle. Some methodologies have therefore emerged in usability research, such
as the Co-Design Principle|21]|, which are intended to improve understanding of the end-user’s
views and to involve users in the design process itself, so that their needs and opinions are

sufficiently heard.

4.7 Development coordination and management

In order for modern agile software development to be most effective, the software industry has
developed and partially adopted from other industries various production management practices
and systems to optimize process flow and efficiency. In this chapter we will discuss three of these
methods, Scrum, Kanban and Lean, which are very commonly used and interlinked in certain
ways. All of these methodologies preceded the emergence of the agile development paradigm

to some extent, but have since become essential tools for its implementation.

4.7.1 Scrum

Effective coordination of the software development process is critical to the progress of the
work. Various theoretical frameworks and supporting conceptual tools have been developed, of
which Scrum is probably the most widely used today. It is a model of work management, which,
simply put, is about meeting and deciding what to do. And then you do it. And then you
have more meetings. In the Scrum framework, this meeting-execution-meeting-execution cycle

is called a sprint. The length of a sprint can be anything from a day to a month and Scrum as
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a technique has been developed to support the hectic and flexible pace of agile development.

However, it should be noted that the length of a Sprint is traditionally never more than a
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Figure 4.2: Scrum framework (Source: scrum.org)

Scrum has a lot of jargon of its own, which needs to be opened up here in order to deal with
the subject at all®:

e Scrum:
The term Scrum refers not only to the entire framework, but also to the actual meetings
between sprints where Sprint Goals are set and after which the Sprint begins.

e Sprint:
The execution cycle of Scrum is called a “sprint”. A sprint can in principle be of any
length, but due to the nature of Scrum, a sprint is usually short rather than long.

e Sprint Goal:
This means the development goal that has been set in the previous Scrum, e.g. the
implementation of a new feature.

e Daily Scrum:

Daily Scrums are short daily meetings to quickly go over what has been achieved in the

last 24 hours.

5Scrum’s concepts are inspired by those of rugby, where it describes a pre-game situation where players in a
team come together to put their heads together and make quick tactical decisions


https://www.scrum.org/resources/what-scrum-module
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e Product Backlog:

Product Backlog is a list of work items that need to be completed. The Product Owner

is responsible for maintaining this list.

Scrum teams are traditionally divided into three main roles:

e Developer:

This role may not need further explanation, as the work of developers has already been

covered earlier in this document.

e Scrum Master:

In Scrum, the role of the foreman or team leader is by default split in two between the
Scrum Master and the Product Owner. The Scrum Master is responsible for organizing
the team, keeping the Scrum sprints on schedule and otherwise actively managing the

work.

e Product Owner:

Product Owner is Scrum jargon for someone who is responsible for the success of the
project and assigning work tasks to the backlog. You could say that the Product Owner
is more of a background figure than the Scrum Master, whose job is to oversee the success
of the whole project and make sure that important work items are written in the backlog
so that the developers and the Scrum Master can pick them up. The Product Owner
is often a person with technical expertise, although this is not necessary, but rather the
Product Owner is required to have an abstract understanding of the big picture and how
the team’s “product”, in other words the piece of software they are working on, integrates

into the wider software project.

Planning Poker is a gamified tool developed to assist Scrum, where the idea of poker is
applied to the planning of project tasks. In the game, players use cards representing different
software development concepts and tasks, and relative values for the time needed to complete
them. The numbering of the cards in the game follows the Fibbonacci formula and is not

intended to represent an exact workload in terms of days or weeks, for example, but rather the
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comparability of the workload of one task to the workload of another. The point of all this
is that when each player “blindly” bids his own presentation on the table, without the other
participants being able to know in advance what each player has chosen, this has no effect on
others’ ideas about how to act in a particular context. The game is also a game where no one
can win, the aim is to reach a consensus on what to do in the next sprint.

This technique was originally developed by James Grenning in 2002 and popularised in
software development by Mike Cohn a few years later. Since it can be a little difficult to
understand how this idea works in a free explanation, below is how Planning Poker is broken

down into different stages of the game.

e The person acting as moderator, who does not participate in the game, acts as chairman.

e The Product Owner of the team presents a use case of some kind whose implementation
should be evaluated. The other team members can ask clarifying questions and discuss
the topic with each other, but they are not allowed to compare their own estimates of
the resources for the next step. The person acting as moderator may summarise these

discussions.

e Each player chooses a card whose value reflects his/her estimate of the resources needed
and places it face down on the table in front of him /her. The value in this case could be
the number of working days required, for example. Even at this stage, players are not

allowed to communicate the values of their cards to each other.
e Everyone reveals their cards at the same time.

e First, the players with the highest and lowest scores are allowed to present their scores,

in order to justify their scores. After that, the others may speak freely.

e The discussion on the different options continues until a consensus is reached. The mod-
erator may also try to negotiate a consensus among the players if one cannot otherwise

be reached.

e In order to maintain some sort of cohesion in the discussion and not to make the rounds
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too long, the Moderator or Product Owner may set a timer at any time, at which point

the turn will end and a new round of poker will be played.

As the above description suggests, Planning Poker can be a bit challenging to implement
effectively. It has been criticised to some extent, particularly for being built on relative time
estimates, since the human mind is not very good at evaluating things in relative terms, and
players often start thinking of the game in terms of numerical estimates in days and hours, which
are concrete time estimates. Another thing the game has been criticised for is the difficulty and
ambiguity of the rules, which makes it difficult to absorb, especially for new users.® Planning
Poker has also been criticised for being overly time-consuming, especially if consensus cannot
be reached on the issues at hand, if some team members do not consider it a reasonable working
method or if the scale of the project is too large.” Despite these problems, Planning Poker is

quite widely used as a tool for Scrum.

4.7.2 Lean

Another essential such system is the so-called Lean thinking, developed by the car manufacturer
Toyota. The idea behind Lean is to continuously measure the results of activities, to bring these
results into practical work management and to eliminate “waste”, i.e. practices that produce
negative results, from the organisation. The name of the methodology comes largely from the
fact that it “trims out” waste from production processes, thus improving efficiency itself. The
major “loss” of Lean is seen as the failure to make the most efficient use of human productive
potential, although the system recognises other forms of wasted potential.

From a software development perspective, Lean identifies as wasted potential, slow soft-
ware performance, communication problems, unnecessary backups, ignoring innovation and
new ideas, and developers not doing what they do best. To manage and eliminate these wasted
elements, Lean uses a methodology called value-stream mapping, which, as the name implies,
presents the steps and materials in the production process as a visual diagram that makes it
easy to see the individual aspects of production and their outcomes, and to make decisions

about where to trim the process to be more efficient.

SWhy I stopped using Planning Poker

"Planning Poker Common Challenges and Solutions


https://medium.com/agilelab/why-i-stopped-using-planning-poker-f6e7f1e6dbda
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In addition to waste, two other key concepts for understanding Lean are flow and “un-
evennes’®, which are opposites of each other. Flow is the ideal to strive for; that the steps in
the production process flow smoothly, and unevenness is what interferes with the flow. How-
ever, unevenness is not the same thing as waste, but rather consists of the stages of production
that can cause bottlenecks in the flow, while waste, strictly speaking, is understood as things
that reduce the strength of the flow. If the focus is only on wastage, it may be that the process
asymmetry causes other problems. From a software development perspective, an example of
this might be where a team develops a piece of software or a subset of it using a programming
language that is as familiar and well understood as possible, with zero waste, but without a

good enough API standard for partners and customers to effectively adopt it.

4.7.3 Kanban

Invented in the 1940s, kanban®, also originally invented for the Toyota car factories, is a system
that originally evolved to be part of Lean, but is now also used with Scrum. Kanban was
originally developed based on the customer logic of supermarkets: the customer only gets what
is available, and the retailer’s job is to make sure that more products are added to the shelves
as they are bought and that they don’t sit in the stockroom unnecessarily. The idea is to
manage the inventory so that there is never any unnecessary stock, but at the same time there
is enough of everything available when it is needed. When this process is translated into a
work-life management method, it means in practice that the amount of work is managed in
such a way that tasks are not stacked up waiting in “stock”, but as workers perform tasks “off
the shelf”, new tasks are moved to “shelves” to be picked up.

In practice, when kanban is applied to software development, the “stocks” taken from the
shelf are thus the various tasks of the development process, and the “shelf” itself is a kind of
labelling system on which tasks are put. In general, we talk about a kanban board!’, which
is either a physical or digital board on which tasks and resources are marked with kanban

cards. An observant reader may notice at this point a certain similarity to Scrum’s operational

8jap. mura
Yeng. visual signal
10What is a kanban board?
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processes, which is why kanban is used a lot as a tool to assist Scrum. In practice, the Product
Owner updates the tasks on the kanban board, which are then assigned to the developers by

the Scrum Master.

4.8 Design Smells and Patterns

Design smells is a concept that refers to clues that something inherently wrong has occurred
in the design and implementation of a system. This does not necessarily mean that the system
is not working, but it always means that the system is operating in a somewhat sub-optimal
way and that somewhere along the line either the wrong corners have been cut or at least the
communication between the implementation team has not always worked at the required level.
In the worst case, design smells cause significant problems at some point in the system’s life
cycle when various side effects and bugs start to appear due to these design flaws.

The term refers specifically to a kind of intuitive feeling that everything is not as it should
be, and it is not always possible to pinpoint these errors to any particular thing, but various
methods of analysis have been developed to assess whether the perception of design smells is
correct. At their lightest, design smells are essentially sub-optimal code structures that can
be easily fixed by refactoring, and which actually require such treatment. At its worst, it is
a matter of, for example, different parts of the system treating the same information with
different names, sometimes even different units (e.g. one part of the system defines the same
value in percentages and another in decimals), which can have catastrophic consequences in
the worst case.

Some common design smells include:

e lack of abstraction level, i.e. overuse of loose variables and other data blocks instead

of having them coherently defined within classes.

e Multi-level abstraction, i.e. that a class does many, unrelated things, rather than

being focused on providing a specific limited functionality.

e Multiple abstraction, i.e. that there are many classes doing the same things.



4.9 UNIT AND OTHER AUTOMATIC TESTS 66

e Broken modularization, i.e. a situation where related data objects should be under

the same class, but are distributed over several different classes.

Design Patterns: Design Patterns'! are structures and recurring patterns that are widely
recognized as useful in software production, and whose familiarity is a major contribution to the
skills of the software developer. Some of these patterns are such fundamental parts of modern
design work, such as the Factory Method, that many developers who use them may not even

be aware that they are using a pattern that is considered a Design Pattern.

4.9 Unit and other automatic tests

Unit testing is a working method used as a standard in software development to verify the
functionality of code. As the name implies, unit testing involves the automated execution
of “units” or lowest-level components of software, which in most languages are methods or
functions, by writing another function that is intended to test-run the function under test with
a given set of parameters and compare the output it returns with a predefined output that
conforms to the logic of the function under test. The unit test returns either TRUE or FALSE
depending on whether the return value of the function under test was what it was supposed to
be.

Nowadays, unit testing is such an important part of software development that it is com-
monly used at all scales of software development, from small to massive projects, and especially
in larger companies, there are often dedicated software developers for the design and implemen-
tation of unit tests. In smaller companies, unit tests are usually written by the same developer
who wrote the code to be tested.

Let’s look at the logic of unit testing with a simple example. Assume a Python function:

def substract two numbers(x, y):

return x — y
Tata funktiota varten kirjoitettaisiin yksikkotestit:

def test_substract_positives ():

1192 Classic Design Patterns
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result = substract two_ numbers(5, 40)

assert result — —35

def test substract mnegatives():
result = substract two numbers(—4, —50)

assert result — 46

def test substract mixed ():
result = substract two numbers(5, —5)

assert result — 10

There are a few different ways to go about unit testing, which differ to some extent. For
example, “Test-driven development” is a software development methodology where unit testing
is actively used to verify functional requirements. The idea is that tests are first written so that
their conditions match the functional requirements set for the software, so that when the actual
code is written, the test not only tests its functionality, but acts as a proof that the software
conforms exactly to the requirements that have been set for it. In the opposite paradigm, unit
tests are written immediately after the actual coding work, so that the code can be verified
as quickly as possible. Unit testing is also an essential part of CI/CD pipelines, so that unit
testing is tightly integrated into the automated release pipeline. Unit testing and other quality
assurance methods in software development are discussed in more detail in the course Software

Testing and Quality Assurance.!?

1280ftware Testing and Quality Assurance
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V-model
Between Agile and the waterfall model, there are other philosophies of software development,

one of which is the so-called V-model'3

, which is an application of the V-model for systems
design in a broader context.!* In this broader context, beyond just software development, the
V-model is used by federal government departments in Germany and the USA, for example, to
design various projects. This model gets its name from the fact that its development phases are
arranged in a V-shaped formation when presented in a logical relationship, with the design and
development phases on the left side of the V and the correlated testing and maintenance phases
on the right side. The idea behind the model is that the tests for each design phase are written
at the stage when the design is being done. The V-model is used in software development

mainly in the development of health technology devices, because for certain reasons, the agile

development philosophy is not optimal for such work.[22]

Other testing methodologies: In addition to test-driven development, other methodologies

are used that combine software testing with development in slightly different ways.

4.10 Implement

Sometimes we even code a little. However, since this is not a coding course, in this chapter we
will discuss the coding-related working practices of software development that are essential to
understand, internalize and adopt as part of one’s own work as a software developer.

In previous courses, we have discussed in the context of teaching coding that proper code
nesting, commenting, and variable naming practices are essential to the whole. However, the
importance of these practices can be difficult to understand if your own coding experience is still
limited, and especially if most of that experience consists of working alone on personal projects.
When you write code that practically no one else ever reads, it’s easy to get used to the fact that
indentation can go wherever it wants, commenting may be occasionally present, and naming
conventions are mostly lacking in coherence. But the code works and you know why it does
what it does because you wrote it yourself from start to finish. Although many programming
languages and frameworks have well-defined “best practices” that usually also touch on these

things, and although some languages also enforce at least to some extent a certain way of doing
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things (e.g. Python indentation), these do not make the code more readable if the coder does
not follow these practices.

But let’s consider a situation where you're working with a slightly larger team, on a slightly
larger project, and with slightly larger stakes, usually because somebody paid you to write that
code and that code has to be done by a certain date. In such a situation, if all the developers
act as described above, the work will come to nothing. And if even one does act in the way
described, he is likely to be fired if he doesn’t change his ways, because the other coders who
work with the code will suffer undue and unnecessary hardship from having to live with the bad
working practices of another coder. If a significant amount of time is spent simply interpreting
the other person’s poorly formatted, confusingly named and uncommented code, this does not
directly contribute to work motivation or efficiency.

For this reason, virtually all software development companies want all the developers work-
ing for them to follow the same practices for commenting, indenting and variable naming. Some
companies even strive for such a high degree of uniformity that the code would not reveal any
stylistic features that identify the coder who wrote it. This is all simply because the impact
of such practices, which affect the readability and clarity of the code, on work efficiency and
hence on the bottom line, is significant. Therefore, deciding on these practices together with
the team, getting all employees to commit to them and sticking to them until they become
routines that never even need to be thought about is an important aspect of personal growth

in software development.

4.11 Ready-made components and configuration

Much of modern software development is based on the use of ready-made code. Of course, the
proportion of this varies from programming language and purpose to programming language,
but roughly speaking there are very few things that someone else hasn’t already implemented
in some way and created a library from that implementation that can be used to save a massive
amount of work and time and grey hairs. On the utility side, this usually means using various
off-the-shelf modules, but in game programming, for example, it can mean using entire game

engines as the basis for your own creation.



4.12  VERSION CONTROL 70

Some frameworks and languages are more focused on such use of pre-built libraries, e.g.
React and Java, and when using these languages a large part of the whole software project can
be about using pre-built blocks or at least creating functionality built on top of these pre-built
components. This is largely because there is a huge developer culture around both languages,
which has created a considerable number of free libraries and modules that are extremely easy
to adopt and deploy.

The more specialised or extensive the use of a library and the more complex the theoretical
knowledge required to write it, the more likely it is that you will have to pay something to use
that library. Sometimes, for example in the case of big game engines such as Unreal Engine
or Unity, the charge is based on how much profit is made by using these tools, so that you
can build as many free or near-free games as you like, but as soon as the revenue from the
sale of the game exceeds a certain point, the company that created the game engine takes a
commission. Another common billing model is that the license fees are scaled directly according
to the number of members of the development team. In some cases, payment also provides other
services from the developer of the module or library, such as technical support and consultation

when problems arise.

4.12 Version Control (GIT)

The central idea of version control systems, as the name implies, is that the development of
software code can be managed efficiently, old versions can be reverted to easily if necessary, and
multiple developers can easily work on different parts of the same software without even being
directly connected to each other. Nowadays, all professional software developers use version
control systems, most commonly Git, and therefore knowledge of this technology is essential
for all those studying and working in software development. It should also be noted that, in
addition to version control itself, building up one’s own code repository on GitLab or GitHub
also serves as proof that one has development experience, which is why it is a good starting
point for novice software developers in particular to upload all their work, from school projects
to hobby projects, to one of these services. This makes it easy to showcase your coding portfolio,

for example by linking it to your CV.
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As we have said before, when people talk about version control systems nowadays, they
usually mean Git software!®, which was developed by the Finnish Linus Torvalds in 2005. Prior
to this, various version control systems had existed in some form since the 1960s'%, and there is
no real reason behind the development of Git other than that Torvalds needed a version control
system for his Linux project and did not want to pay the license fees for other such systems.

Over the last 19 years, Git has become the standard for version control, used in virtually
all areas of computing, and has grown to include providers such as GitHub and GitLab, which
maintain massive repositories of code. By some estimates, Git’s share of the total version
control market will be 93.3% by 2022, meaning that it has virtually eliminated all competition
in this market. The reasons for this very rapid and very total market takeover are open
to conjecture, but in general, the free license of the software, the high level of security, the
distributed repository structure and the efficiency in dealing with even relatively large code
repositories are considered to be the factors behind its success.

Deployment of Git is very simple, and really all that is required is to download the software
to the machine where it is to be used. This is largely because Git is based on a distributed
repository structure. In other words, Git is designed from the ground up so that each developer
maintains his own code repository locally on his own machine, which means that no central
repository is necessarily needed. In large software projects, of course, such a central repository
is used, to which all developers working on the project add code.

The key utility of Git comes from the fact that when used, code can be forked into different
development lines, which can then be merged back into a single line at a later stage. This
allows different parts of the code to be edited in complete isolation from each other in sepa-
rate development branches, effectively allowing, for example, the creation of different parallel
versions of the same software and the safe execution of different experiments while keeping the
version history of the main line clean. Also, the entire repository can be easily replicated if, for

example, two significantly different pieces of software are to be built from the same base code.

15Git Download
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4.13 CI/CD

As we already briefly discussed in a previous chapter, the use of CI/CD pipelines is an essential
part of modern software development. With this technology, the process of updating software,
i.e. fixing bugs and bringing new features into production, can be almost completely automated,
so that the amount of human effort in the whole process can be minimized to virtually nothing
more than writing code, although this varies from pipeline to pipeline. When we talk about
a Continuous Delivery pipeline, we mean a system where a human ultimately signs off on the
changes before they are released, whereas in a Continuous Deployment pipeline this part is also
fully automated. In this chapter, we will go into a little more detail about the principles of the
CI/CD pipeline and how to deploy such a system. As the name suggests, this technology is
divided into two parts, Continuous Integration and Continuous Delivery/Deployment.

Continuous Integration is the part of the system where new changes to the code are tested,
incorporated into the main body of the software and compiled into a finished program. The
idea of this whole process is that it’s completely automatic, so that a human only has to write
the code, with the pipeline doing everything else.

Continuous distribution/deployment is the phase that follows continuous integration, so
that once the code is assembled into a working program, it is moved directly to either a test
or production environment and deployed. As has already been mentioned, there is a subtle
difference between delivery and deployment, since in the former case a human being verifies the
correctness of the results of the integration phase and manually gives the command to deploy
the software, while in the latter case these operations are fully automated.

In practice, such a system can be built using various tools, most likely decided at organi-
sational or team level and configured by someone specialised in this type of work, so that the
software developer only has to learn how to use the system. In smaller projects and companies,
of course, this work may also be done by a developer on top of his other work. For example,
both GitLab and GitHub offer their own tools for this work, which can be fully integrated with

the project’s version control, but there are other ways of implementing CI/CD pipelines also.
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4.14 Communication and coordination

4.14.1 Meeting practices

For teamwork to work well, communication between team members must work. In practice, in
all organisations, one of the key ways of working to achieve this is through regular meetings
and briefings where much of the work planning takes place and where the relevant issues can
be discussed and other team members can be kept informed of schedules and work progress.
Regular practices and schedules for holding meetings should therefore be established at the start
of the project, and it should be agreed which meetings it is necessary for everyone to attend.
For some working methods, such as Scrum, continuous meetings are an essential part of the
process, and in some cases short daily meetings (Daily Scrum) can even be held to exchange
essential information about the day’s agenda. However, even without a Scrum work rhythm,
it is quite common to have a meeting at least once a week to report on your progress, and at

least once a month for a slightly longer planning session.

4.14.2 Communication and task-assigning softwares

An essential part of effective teamwork is to organise communication so that it consumes as
few resources as possible from the work itself. In addition to meeting team management, there
are nowadays a variety of tools that allow both continuous communication and the organisa-
tion of work tasks so that their status is known in real time by all participants. The former
includes a number of messaging applications such as Slack, Teams and Mattermost etc. that
are specifically designed for the work context, and the latter includes various tagging systems
that allow work tasks to be efficiently distributed within a team.

While messaging systems are now commonplace, there is a separate set of tools among these
types of applications that are primarily designed for the communication needs of workplaces
and other formal organisations. Unlike systems primarily designed for leisure communication
such as WhatsApp or Signal, systems such as Slack or Mattermost have usability features that
promote fast communication links with other team members, the ability to branch threads
into separate topics and the secure availability of message history, allowing users to return to

old topics with reasonable ease. Some of these applications also have built-in video calling
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capabilities, allowing all communication to be efficiently centralised in a single application and
eliminating the need for separate software for video conferencing, for example.

Most work-based messaging applications charge payments for use, but this is partly why
companies prefer them for their internal communications, because, in contrast, applications
that are “free” are almost always based on the assumption that the information they carry will
be sold to advertisers, for training Als or other third-party purposes. Therefore, they cannot
be used when dealing with trade secrets or other data that must not fall into the hands of third
parties, which provides a niche for communication software based on a different monetisation
model.

Ticketing software is an application that allows tasks to be allocated efficiently and dy-
namically and to track the completion of tasks with minimal effort. Generally speaking, these
systems were originally used mainly on the customer service side, but they have also become
commonplace in the I'T sector because of the ease of communication they allow. Many such
systems can be integrated with Slack, for example, so that assigned tasks go directly through

Slack to the desired user, making the ticketing process even more efficient.

4.15 Understanding customer’s needs continuously

Even if the groundwork for a project and its requirements definition has been done properly,
it is quite common that as the work progresses and milestones such as sprint results and other
goals achieved are presented to the customer, new goals emerge that have not been considered
before.

This is largely because at the stage when things are designed on paper and have not yet
been seen in practice, the customer may have a very wrong idea of what they actually wanted
and then, when the first version of the project is made exactly as the customer described it,
the customer thinks that this is not what was wanted.

On the other hand, due to the complex nature of software, things that are essential to the
functioning of the software, or at least to a reasonable user experience, may simply be forgotten

in the early stages of the project.
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4.16 Measuring software development

Measuring software development in this case refers both to the time and resources available,
and to measuring the results of the project in some way that is meaningful to the nature of the
project. Measuring the progress of the project is important not only to keep the development
team informed of how the work is progressing, but also to communicate to stakeholders and
other interested parties the progress of the project through clear measurement practices. Var-
ious concepts and tools have been developed to measure project progress, such as Burndown

Charts and Milestones, which we will outline below.

e Burndown Chart!”: A graph intended to show the amount of work still to be done in
relation to the time available. In practice, this can mean, for example, comparing the
number of instances of the Sprint Backlog with the number of working days available,
from which it is possible to estimate how many working hours can be spent on a given

task.

e Milestones!®: More commonly, milestones are interim goals defined for a software
project, the achievement of which indicates that the project has progressed to a certain
stage. The use of milestones is nowadays standard way of measuring project progress
and is widely used in other industries as well. Milestones are usually defined before the
project starts, but can change during the project in line with the requirements of the agile
development paradigm. In a sense, many of the software project milestones discussed in

this course could themselves be considered generic milestones, achieved in a particular

order.

e Team Velocity!'”: A concept that is intrinsically linked to user stories, i.e., abstractions
describing the use cases of software. Team Velocity measures the number of such user
stories that a previous development iteration, be it a Scrum sprint or some other work
management system cycle, generated an answer to. These completed user stories can then

be used to generate estimates of how much longer the project will take.

7"Burndown Chart
18\[ilestones
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4.17 Retrospectives

As the software project progresses, it becomes clearer whether the chosen approach makes
sense for this particular project, or whether the approach needs to be changed in some way
to achieve a more optimal result. In principle, this kind of adaptability, i.e. looking at things
“retrospectively”, is the essence of the whole agile development philosophy; that things are
not necessarily locked in advance, but that approaches and working methods can be changed
according to what makes the most sense to solve the problems at hand.

The importance of retrospectives to the effectiveness of software development is so widely

recognised as a useful fact that they have been codified into the official Scrum routine®.

In
Scrum, the idea of a retrospective is primarily to bring the team together to discuss whether
the tools used to implement the previous sprint were fit for purpose and how the issue should
be developed in the future. The idea of the retrospective is not to find fault with what went

wrong or to assess the quality of the work itself, but only to examine whether the tools used

were fit for purpose.

4.18 Identifying and managing risks in system develop-

ment

There are many risk factors associated with the software development life cycle that need to
be monitored and addressed as early as possible so that these risk factors do not become real
problems later in the development life cycle. While problems can always be solved, they are
much easier to prevent with the right foresight and preparation.

In principle, there are two types of risk, technical and project management. We will discuss
some of the most common such risks below.

General risks related to technical implementation:

e Performance Risks?': In practice, they refer to the possibility of making incorrect
choices in the design or implementation of software that lead to suboptimal performance

of the software. This means not only that there are bugs in the software, but also that

20Sprint Retrospective
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even if the software works correctly in theory, it requires, for example, significantly more

computing or data transfer capacity than it would require if it were correctly optimised.

e Data security risks: At all stages of software development it is possible to make mistakes

that lead to security vulnerabilities that can potentially be used as attack paths.

e Integration risks: Integrations with other systems and subsystems must be carefully

designed to avoid compatibility problems or access to the wrong data.

General risks associated with project management:

e Scope Risks:? If the project requirements specifications are not properly defined, there
is a risk that new targets will be added continuously as it is discovered during development
that some essential aspect of the software’s operation has not been addressed. This can
very easily lead to a situation where the scale of the project gets out of hand and the

workload becomes unfeasible.

e Resource risks: If project budgeting and workload estimation are not done properly,
it is possible that factors such as money, time or even required hardware, e.g. server

capacity, may become scarce at a critical stage.

e Communication problems: Effective communication between the different parties in-
volved in a project, i.e. the implementation team, stakeholders, customers and decision
makers, is essential for the success of a software project. If there are communication
problems and not everyone is on the same page about what is being done, this can have

a negative impact on the progress and outcome of the work.

Risk management must be actively pursued throughout the lifecycle of the software. In
practice, this means holding regular meetings between all parties to discuss potential risk fac-
tors and decide how to combat them most effectively. Other ways of managing risk include
various quality assessments, prototyping new features before they are implemented, and involv-
ing experienced developers and designers in the project to look at the software as a whole and

provide an external expert’s assessment of what risks are manageable.

ZZengl. Scope Risks
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4.19 System integration

In modern times, all software is usually composed of several different parts, which are somehow
integrated with each other so that the end result works like a single system. Even simple
web pages are nowadays mostly implemented in such a way that the part visible to the user
is implemented with one technique, and the back-end mechanisms invisible to the user with
another; and these are “integrated” with each other with some third technique so that they
work together. However, this is somewhat different from the “integration” that is talked about
when two or more large systems are made to talk to each other and work together.

In practice, larger software companies have at least one, sometimes more, system architects
for each such subsystem, who, alongside other design work, work with the other system archi-
tects to ensure that the subsystems can talk to each other. In this case, we are talking about
a scale where each such subsystem is developed by a team, or even a set of teams. In smaller
environments, where subsystems are both simpler and fewer in number, a single person can
design the operation of all the integrations.

The definition and design of interfaces has already been discussed from a slightly different

perspective earlier in ?77.

4.20 Pre-release testing and Early Access

Before software can be released to end-users, its performance, and in particular its resilience
to the right operating volumes, needs to be extensively tested. In practice, this means running
the software in a test environment with simulated user volumes that are assumed to correspond
to future usage, and a little more, to ensure that all parts of the system can withstand the load
that the actual usage will impose.

Pre-release testing can also be done with real users, recruited through their own process,
who are given limited access to the test environment to enable them to use the software as it is
intended to be used. This is called alpha and beta testing, where the aim is to use the testers
to find bugs in the software’s operation and generally to determine on a large scale that all the
features of the software work as they should.

Such an alpha and beta testing process can also be used as part of the marketing of the
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software, giving a selected group of users “privileged” access to the new software, which can
have a significant impact on the future commercial success of the software through the publicity
it generates. Facebook, which was originally restricted to US university students, is a prime
example of this. Facebook spread early between 2004 and 2010, first by limiting its user base
to universities, high schools and selected companies, and then, after achieving significant pop-
ularity, opened the service to all in 2006. Significantly, however, recruitment for “beta testing”
only started in 2010, after the company had already grown into a major player, effectively with
software that was still in the development phase.

In the games industry, this testing phase has also become a commercial activity, since games
that are often released in Farly Access mode, but for which users pay for themselves, are in
practice in beta-test phase and may not work with any degree of certainty. In practice, these
end-users are testers who are paying to do the work. What makes this practice even more
dubious is that if a game is not successful at this stage, development can simply stop, and the
consumers who paid for it have no guarantee that they will ever get real value for money or a
return on their money. The perpetual Farly Access limbo of games has become somewhat of a
phenomenon. Not to sound too harsh, however, it can be argued that, especially for smaller and
start-up companies developing games, the financial resources provided by Farly Access may be

the only way to get enough resources to see development through to the end.

4.21 Usability testing

Usability testing is the process of testing software with the help of real users, or their equiva-
lent, to determine how easy and intuitive the software is to use. This helps developers better
understand how the system they design meets the needs, expectations and usage patterns of
real users.

Usability testing is an empirical, user-centered process that focuses on the user experience.
Usability testing typically involves users performing a set of tasks on the software, and their
performance is monitored and evaluated. Usability testing can measure such things as the
time taken to complete tasks, the number of errors, the success of task completion, and the

subjective experience of users.



4.22 MANAGING TECHNICAL DEBT 80

Usability testing aims to identify potential problems and shortcomings in the software that
negatively affect the user’s experience or prevent them from performing tasks effectively. It is
part of the user-centered design process and aims to ensure that the software is easy to use,
effective and satisfying for the user.

Various tools and methods can be used during testing, such as interviews, observations,
surveys and eye-tracking, depending on the aspects of usability that are to be investigated.
The testers may be actual users of the software, or they may be people selected according to
a user profile. It is important that testing takes into account the diversity of users in order to
provide the most comprehensive picture of the usability of the software for different users.

Usability testing aims to continuously improve the software and optimise the user experience.
When usability testing is integrated into the software development process, each new version of
the product is better than the previous one, and the final product is pleasant and easy to use
for the user. Usability testing results can show which parts of the software work as intended
and which do not. Testing can also help identify user needs and expectations that may not
have been clear during the development process.

The results of usability testing help software developers to understand where there is room
for improvement in the software user interface. These results can be useful at different stages
of software development, from the initial prototype to the final product. The best results are
obtained when usability testing is integrated into the continuous development process.

It is also important to remember that usability testing should, as far as possible, take place
in a realistic environment and usage context in order to obtain the most reliable results. The
different backgrounds, skills and needs of users should also be taken into account when selecting

testers in order to obtain a comprehensive picture of the usability of the software.

4.22 Managing technical debt

We discussed the concept of technical debt in general terms earlier; in the chapter ?7. In this
chapter, we will focus in more detail on what technical debt is and how it is actually created,
and how technical debt should be managed.

When discussing technical debt, it is important to understand the perhaps somewhat para-
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doxical phenomenon that, like monetary debt, technical debt can be “acquired” on purpose,
and that it can even be a positive phenomenon in some situations. An example of this kind
of debt taking is, for example, focusing on getting all the functional requirements done in a
given time, but as a result looking at the quality requirements with a bit of a blind eye. How-
ever, technical debt also accumulates unintentionally, mainly for reasons we discussed earlier.
These reasons can largely be summarised as making decisions that are not based on correct
information, e.g. by not having the requirements specifications fully refined at the time the
software is implemented. Another reason for the unintended accumulation of technical debt is
environmental factors, i.e. in practice the way software ecosystems evolve and therefore, for
example, a version of a programming language may become “obsolete” as newer versions bring
new and more powerful features to the language.

The concept of financial debt can also be used to describe the characteristics of technical

debt.

e Capital: From the perspective of technical debt, capital is the amount of effort required
to make a system work optimally. In other words, it is the initial implementation that

deviates from the perfect situation.

e Interest: From the perspective of technical debt, interest is all those negative phenomena
and effects that continually increase as time passes since the initial implementation was

implemented.

e Likelihood of realization of interest: This concept refers to the probability of being
in a situation where the effects of a suboptimal solution are reflected more broadly in the

system of which the software that accumulated the debt is part.

4.23 Maintaining documentation and manuals

As mentioned earlier in the 4.10 section, documentation of the software is of paramount im-
portance both for the smooth running of the actual development and for subsequent upgrade
operations. Poorly documented code can be cryptic, even almost impossible to understand

afterwards, especially for developers who did not write the code in the first place. It can be
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that way for the author, too, if he or she returns to the same code only after a while, after
working on other projects in between. For this reason, consistency in commenting practices is
essential, so that all developers in an organisation doing development work commit to using
expressions that are clearly understandable to others. Various automated systems have also
been developed to assist commenting, which to some extent can generate comments from code
without the developer having to spend time on them.

Another essential literary aspect of software development is the writing of user manuals.
These are primarily intended for the end-users of the software, and therefore the precision of
the technical details and the language used in them should be designed according to the type
of software being produced and the type of people likely to read them. What is essential is that
the manuals serve as an easy-to-understand reference for users in situations where something
unexpected happens or a feature of the software with a low activation rate is used, i.e. where
users may not have previous experience or a clear recollection of how to use the feature in
question. However, user manuals should also cover general features of the system so that they
can be used to train new users.

With regard to user manuals, it should be borne in mind that possible translations into
other languages will largely depend on the needs of the software’s customer organisation. Since
there is a high risk of error, especially with technical terms, if the translation is carried out
by someone who has no previous experience of translating user manuals, it may be best to
outsource this part of the work to translation service providers specialising in the translation
of technical documents. Nowadays, artificial intelligences can also translate texts quite well,
though not perfectly, which is why human translators are still needed at least for error correction
and content checking, especially for more technical material.

For the software itself, translation work is often needed for localisation, i.e. translating the
content and interface into a particular language. Although English has become the universal
language of the world and the majority of software users can cope with English-language content
and menus, localisation is still an important part of modern software development and its
popularity has been growing steadily over the last decade. The practical implementation of
localisation depends on the software, and may require that the mechanisms for changing the

language require work by the developers, but for many frameworks and content management
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systems there are also ready-made localisation libraries and tools which, when used, do not
really require anything more than having the translated content and menu texts in a database
somewhere. This translation work is already being done and will probably increasingly be done
by artificial intelligence in the future, so that the number of people translating texts will be

significantly reduced.

4.24 Support systems and activities

Software does not live in a vacuum, but in an ecosystem where it depends on a large number
of other programs to support it. These other programs include various marketing channels,
customer support and feedback systems, license management systems, and so on. Although
from the end-user’s perspective these often appear to be part of the software itself, in reality
they are mostly software in their own right, communicating with the software product itself.
The development of these support systems is often a separate project, which, depending on
the customer’s needs, can take place either in parallel with the development of the software
product itself, or after the main software product has been released. There are also off-the-
shelf solutions to implement these functions, for example feedback boxes, user surveys, chat
programs and the like often seen on websites, are usually third-party services. However, off-
the-shelf solutions are not always fit for purpose and even when they are, they require their
own configuration. In most cases, however, this is much less work than developing the software

from scratch yourself.

4.25 User training

At the stage when the software is ready for use, preferably before it is put into final production,
training sessions should be held for future users, explaining in great detail how the software
works and teaching end-users how to use the software correctly, what to do in case of errors and
what functions each group of users has access to. At this stage, it is also useful to have well-
written written instructions ready, but this cannot be left to chance; in practice, the training
should take the form of a meeting so that the customer’s representatives can ask clarifying

questions.
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Of course, this only applies to software that is tailored to the needs of a particular customer.
If you are making games or websites or anything that people can buy as a ready-made product,
the training is done by some kind of tutorial or, in the case of websites, by a general familiarity
with the interface. However, if the website is to be used to access some other system made to
the customer’s specifications, then training is pretty much mandatory.

It should be noted that user training is also billable work; the more you have to do, the
more you have to charge for it. If the client is unwilling or unable to budget enough money for
this part of the project, the most sensible approach is to assemble key people from the client
organisation, optimally those with above average I'T skills, to be taught how the system works.

These can then train other users in their own organisation to use the software.

4.26 Release

In the games industry, it is customary to say that “there is only one release date”. By this is
meant that the impact of the release’s performance on the future success of the software is so
significant that the one and only day the software is released must be as successful as possible.
Servers must not crash, bugs must not jump out of the woodwork, people must be able to
log into the service and create user accounts, and so on. However, despite all the work and
testing discussed in the previous chapters, the reality is that no software is perfect when it is
finally released to end users; what matters is that it looks perfect, and a lot of manpower and
resources need to be devoted to ensuring that any potential problems can be solved on the fly
if and when the walls start falling down at the finish line.

Getting a release up and running requires coordination with the marketing and sales de-
partments if you are building a software product for commercial use, or with the organisation
for which the software is built if it is a system tailored to the needs of a particular customer

organisation.



5 Maintaining the software product and

service

The final phase of the life cycle of the finished software is called the maintenance phase. The
maintenance phase can last several years, even decades, so the developer’s work does not end
when the software is finished. It is worth noting that maintenance often accounts for a significant
proportion of the total cost and time of software development. It is estimated that up to 80
percent of the total cost and time is spent on maintenance tasks.

In agile projects, it is often better to talk about the continuous development phase rather
than maintenance, which better reflects the nature of modern software development. The
advantage of continuous development is that new features, fixes and changes are made in
smaller chunks, thus avoiding the problems caused by large individual software upgrades. The
ability to respond better to changing requirements and technological environments over time is

enhanced by continuous updating.

5.1 System Release

System release is a step-by-step process. The main objective of phasing is to allow early
identification and correction of bugs and testing of software functionality. The development
stages/maturity levels preceding the final release are usually referred to as alpha and beta. The
alpha release is usually limited to software developers and internal testers. At this stage, the
software may be unstable and contain only some of the intended features. Developers use this
phase mainly to fix major bugs and performance problems.

The beta release phase makes use of external testers, such as beta testers or pre-users. In
some cases, especially in agile development, there may be multiple beta versions or alternative

testing and release cycles. In beta testing, the software is closer to the final version and aims to
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gather broader feedback on software functionality, user experience and potential bugs. During
the beta phase, significant changes can still be made to the software. The beta release is
generally stable, but may contain some unidentified bugs.

The final release marks the software’s transition from the development and testing phase to
production use. Before the final release, the release process can be further staged by using a
release candidate. In the final release, known bugs and problems have been fixed and the soft-
ware is believed to be stable and functional enough to be used by a wide audience. Developers
may continue to update the software with new features or fix problems, but the final release is

considered to meet all essential requirements.

5.2 Data collection

A wide range of data can be collected about software and its use. Large datasets without
structuring are of little value, but analysis of the collected data can provide meaningful insights
into both the operation of the system and the business value it delivers. At its best, the
information produced by the software can enable an organisation to make informed decisions
and strengthen the interaction between data and knowledge management.

Post-release monitoring focuses on ensuring the performance, availability and security of
the software. Bug tracking systems enable reporting, prioritisation and tracking of bugs. The
collection and analysis of user feedback provides information on the usability of the software

and possible areas for improvement.

Infobox: monitoring of I'T infrastructure, performance analysis and network monitoring can be
automated using dedicated tools. Each tool has its own specific characteristics and is suitable
for different environments and requirements. An example of a commonly used monitoring
software is Grafana, which is an open source software mainly for time series data visualisation
and alerts. The software allows data from multiple data sources (e.g. Prometheus, InfluxDB,

Elasticsearch) to be imported and visualised in real-time. It allows users to create different

views of system data in the form of graphs, charts and tables.



https://grafana.com
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Infobox: please also note the legal aspects of data collection during the maintenance phase.
Data collection should take into account data protection regulations, such as the EU General
Data Protection Regulation (GDPR) or similar national laws in different countries. Data
collection must be justified and its purpose clearly defined. Pseudonymised log data can still

be used for performance monitoring, behavioural analysis and planning system improvements

without violating the privacy of individual users.

5.3 Monitoring

Monitoring the technical performance of the system is a key part of the maintenance phase.

The practical steps of monitoring can be represented as a list of tasks, for example:

1. Design and configuration: Define the metrics and events to be monitored: this may
include server resources (CPU, memory, disk space), network performance, application
response times, database query performance, etc. Set alarm thresholds and define action

processes in case of alarms.

2. Data collection and aggregation: Collect metrics and log data from different com-
ponents of the system. Aggregate data into a central monitoring system for analysis and

overview.

3. Analysis and visualization: Analyse collected data to identify trends, anomalies and
potential problems. Use visualisation tools such as dashboards and charts to present data

in an understandable format.

4. Alerts and response: Configure the alarm system to send automatic notifications when
critical thresholds are exceeded or anomalies are detected. Organise measures to manage

alarms, including automatic corrective actions or manual intervention.

5. Continuous improvements: Use information from monitoring as a basis for continuous
improvement of system performance and stability. Update your monitoring strategy to

reflect system changes and new requirements.
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5.4 Ecosystem Monitoring

Ecosystem monitoring is the up-to-date monitoring of the evolution of the underlying tech-
nologies used by the system. The preparation and implementation of migrations and upgrades
of e.g. third party components are a key part of product management. (Or else something

like this might happen: How one programmer broke the internet by deleting a tiny piece of code)

5.5 Maintain Security

labelmaintain Security Software products are composed of many different components of varying
degrees of complexity. Especially in larger projects, not all components may be in-house work,
but some components may be subcontracted, purchased or exploited from freely available open
source products. From a security point of view, it is essential to know the components used
in your own product. The components form a product architecture where several security
aspects need to be considered. Some components are more security critical than others and
some components are more security sensitive. Unfortunately, even software and libraries that
are perceived to be secure can have fatal vulnerabilities that the end-user may not be aware of.
It makes sense to treat each component as critical to security. From a security point of view,
it is best to keep software as simple as possible and to remove components that are not critical
to its operation. Customers should also be educated product life cycle management. 23]

The security of components can be assessed, for example, according to a checklist developed

by the Cyber Security Centre Finland [23]:

e The components use different technologies and platforms. Are we aware of their impact

on the security of the product?

e Different access rights must be defined for different components. How can the principle

of least privilege be applied to components?

e Different components have different update intervals. How to synchronize the updates of

the components with the product updates?


https://qz.com/646467/how-one-programmer-broke-the-internet-by-deleting-a-tiny-piece-of-cod
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e The functionality of the components may differ significantly from the core functionality
of the product. Are separate test methods and other quality assurance measures required

for the components?

5.6 Correct programming errors in a controlled manner

The severity of programming errors can range from an error that prevents the system from
working altogether to a cosmetic detail that annoys the user. It is also estimated that about 5
percent of programming errors go undetected and the program still works despite these [4]. It is
worth taking a systematic and controlled approach to correcting programming errors. The first
step is to find out where and why the error occurred. After corrections and changes have been
made, it is necessary to test that the corrective measures do not cause new problems due to
dependencies. Repairs are transferred to the production environment in a controlled manner,

minimising downtime and other disruption to users where possible.

5.7 Life cycle updates

Software components and configurations change and evolve during the software life cycle as bugs
are fixed, new features are added, and new variations of components are made. In some cases, it
may also be necessary to continue to develop older versions of components and configurations,
which should be available when needed. A key issue in upgrading during maintenance is to
understand the impact of the changes on the overall system, which means that new functionality
should be added in a controlled manner. Through continuous integration, changes can be
forced small enough to ensure that the version controlled entity is always ready to run. From
a technical perspective, software product management is the management of components and

configurations, which can be divided into three different areas (Figure 5.1 on page 90) [4].
e methods to manage different versions of the same component
e methods to manage configurations and their versions

e the common procedures followed in creating and modifying versions and configurations
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Components:

-Version management: The existing versions,
how to access previous versions,...
-Identification: What component is this, what
features does it have...,

-Producing: What tools are used to produce the
component

-Managing modifications: How to manage
simultaneous changes to the component,

keeping track of modifications, ...

Configurations:

Version management: The existing versions, how to
access previous versions (f.ex ways to reproduce),...
-ldentification: What configuration is this, what
components or component versions are in use in a
specific system version.

-Producing: How to build custemer x configuration
a.b.c.

- Managing modifications: To what components
and versions the specific change has an affect to.

What configurations are affected,...

Procedures:

- Responsibilities and authorization

- Managing system integrations

- Process of approval and publishing new versions

- Process of handling change suggestions and issues
- How to manage archives and backups

Figure 5.1: Product Management Components
4]

5.8 Continuous testing

Continuous testing is part of the CI/CD process. During the maintenance phase, continuous
testing focuses in particular on ensuring the reliability of existing software, detecting and cor-
recting new errors, and maintaining system compatibility with new upgrades and changes. It
is worth noting that the higher we are in the level of V-model of testing, the more expensive
it is to correct errors. For example, if a problem is detected during system testing, correcting
this error can affect several components. Higher level debugging is complicated by the fact that

fixing errors can cause other errors. This is why continuous testing is important.

5.9 Update without disturbing the user

Each project defines its own best practices for running updates and these can be adjusted as
the project progresses. It is important to plan and manage updates in a way that causes as

little inconvenience to the user as possible. In practice, updates should be done, for example,
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at night or outside office hours, taking into account time differences. For more information on

life cycle updates, see 5.6 and ?77.

5.10 Maintenance

Maintenance can include updating applications running on different platforms and managing
back-end systems such as databases and servers. Maintenance also includes backing up the
system, preventing failures and managing change requests detected during operation. During
the life cycle, particular attention should be paid to changes in the security environment and to
ensuring that the security of the software is kept up to date. An essential part of maintenance
is also to keep documentation and support materials up to date and to inform users of changes

affecting the system and use.

5.11 End of life

An integral part of software life cycle management is the controlled decommissioning of software,
a phase often referred to as end of life (EOL). A systematic decommissioning process aims to
minimise the potential negative impact on customer operations and security. The first step
in the decommissioning process is to identify services that are at the end of their life cycle.
Reasons for decommissioning may include reduced utilisation, high maintenance costs, outdated
technology or changes in the business requirements of the customer.

Once a service has been identified for decommissioning, the next step is to plan the practical
implementation of the decommissioning. This includes a detailed plan on how to decommission
the service with minimum disruption. The plan should include a timeline for the process, tasks
and responsible parties. It is also important to ensure that all stakeholders are aware of the
plan and its implications.

The measures for the downtime process depend on the system. They may include data
migration or archiving, dependency management and the deployment of possible replacement
services. Security should be taken into account, as often the end of support, patches and
updates creates security gaps that can leave the software vulnerable. Care must also be taken

when transferring sensitive data from one system to another. It is also a good idea to ensure
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that all licensing and contractual issues are properly addressed in the event of a shutdown. Soft-

ware decommissioning steps are documented as part of life cycle management process practices.

Case examples (in finnish) related to end-of-life and security:

National Cyber Security Centre: Decommissioning of outgoing services must be carried out

carefully
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