


Genal information about Linux

* Linux is a family of free and open-source operating systems based on
the Linux kernel.
« Under active development since 1991, led by Linus Torvalds.

» Today 90% of all cloud infrastructure and 74% of the world’s smartphones are
powered by Linux.

« Operating systems based on Linux are known as Linux distributions or
distros.

« Examples include Debian, Ubuntu, Fedora, Raspbian OS (Raspberry Pi), Kali linux,
Parrot and many others.
 Differences to Windows and Mac OS
» File systems are different
« Command-line operation is very important in using Linux
» Linux is free and open source
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https://en.wikipedia.org/wiki/Linus_Torvalds

Linux distributions with cybersecurity tools

« Some Linux distributions come default with a suite of cybersecurity tools,
here are some of the most popular:

1. Kali Linux (the distribution we use in this course)
« Most popular for pentesting

2. Parrot OS
» Focus on user privacy, still very good for pentesting
3. Black Arch

« Minimum amount of default tools but a large library for customization

4. CAINE Linux
 Digital forensics

5. NodeZero
« SaaS platform

« Comparison of Linux distributions for cybersecurity students
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https://www.kali.org/
https://www.kali.org/
https://www.parrotsec.org/
https://www.parrotsec.org/
https://blackarch.org/
https://blackarch.org/
https://www.caine-live.net/
https://www.caine-live.net/
https://www.horizon3.ai/nodezero/
https://www.horizon3.ai/nodezero/
https://kingslanduniversity.com/best-linux-distros-cybersecurity
https://kingslanduniversity.com/best-linux-distros-cybersecurity




Options for running Kali Linux

* There are various options for running Kali Linux depending on your host
operating system.

 Windows:
1. Bootable USB drive
2. Dual-boot system (needs disk partitioning etc)
3. Virtual machine: VirtualBox, VMware Workstation

« Mac
1. Bootable USB drive (only for Intel Macs, not M-series Macs)
2. Virtual machine: UTM, VirtualBox, WMware Fusion
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Install VirtualBox

* Download Virtualbox: https://www.virtualbox.org/wiki/Downloads
» Check the proper package for your computer! M1, M2, .... Mac = Apple Silicon
« Accept and download also the extension pack

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

V (/S

VirtualBox Platform Packages

VirtualBox Extension Pack
VirtualBox 7.1.6 Extension Pack

VirtualBox 7.1.6 platform packages

8 Windows hosts This VirtualBox Extension Pack Personal Use and Educational License governs
= your access to and use of the VirtualBox Extension Pack. It does not apply to
mac0s / Intel ho_s_ts the VirtualBox base package and/or its scurce code, which are licensed
macOS / Apple Silicon hosts under version 3 of the GNU General Public License “GPL").

[ Linux distributions
Solaris hosts
Bl Solaris 11 IPS hosts VirtualBox Extension Pack Personal Use and Educational License

See our FAQ for answers to common questions.

(PUEL)

k Platform packages are released under the terms of the GPL version 3 PUELFkl‘gense PUEI:rIe;;(iense Accept and download
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https://www.virtualbox.org/wiki/Downloads

L

Start installer

 On Intel Mac it looks like this:

NN | [} virtualBox

1 Double click on this icon:

VirtualBox.pkg

2 Run the VirtualBox application
from the Application Folder:

A\

e —

|
Applications Q"J

UserManual.pdf VirtualBox_Uninstall.tool
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® Introduction

« Install Oracle VirtualBox
Welcome to the Oracle VirtualBox Installer

Oracle VirtualBox for macQOS

Welcome to Oracle VirtualBox 7.1.6 for macOS! This installer will guide
you through the installation process. In a minute from now, you will be
able to execute virtual machines running different operating systems on
your desktop. You will find that VirtualBox delivers a great feature set and
excellent performance.

Continue




Extension pack

« Remember to download and install
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You are about to install a VirtualBox extension pack. Extension packs
complement the functionality of VirtualBox and can contain system
level software that could be potentially harmful to your system. Please

review the description below and only proceed if you have obtained the
extension pack from a trusted source.

Name: Oracle VirtualBox Extension Pack
Version: 7.1.6r167084

Description: Oracle Cloud Infrastructure integration, Host Webcam,

VirtualBox RDP, PXE ROM, Disk Encryption, NVMe, full
VM encryption.

corcel (D




Option 1: Download ready-made virtual machine

 This is not available for Apple Silicon Macs. You have to download
Installer instead.

 Download virtual machine from here: https://www.kali.org/get-kali/#kali-

platforms
:a Installer Images
N :
+ Direct access to hardware
) + Customized Kali kernel
h y + Mo overhead

single or multiple boot Kali, giving you complete
control over the hardware access (perfect for in-built
Wi-Fi and GPU), enabling the best performance.

% Recommended

Virtual Machines

\" Snapshots functionary
+ Isolated environment
' Customized Kali kernel

4

-p

VMware & VirtualBox pre-built images. Allowing for a
Kali install without altering the host OS5 with additional
features such as snapshots. Vagrant images for quick

spin-up also available.

¥ Recommended

A Limited direct access to
hardware
X Higher system requirements
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https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms

Download VirtualBox Virtual Machine (VM)

 This works for Windows and Intel Macs
« Save and unzip this VM to a directory in which you want to keep your

VMs
Virtual Machines Documentation »
< VirtualBox VMs
# Recommen ded ® Recommen ded Name A~ De
v [ 2024 Basics of Big Data 17
> =7 Ubuntu_MK24_Spark 14
> 07 Ubuntu_MK24_Spark_lecture 11
VMware VirtualBox Hyper-V > T Ubu streaming 11

> 77 kali-linux-2025.1a-virtualbox-amd64 7.

torrent docs sum torrent docs sur
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Open the VM

« Launch VirtualBox, click Add (+) and navigate to the VM directory, select
and open the .vbox file

F: & Oracle VirtualBox Manager
i S — [0 LR 3 3
gl e M 8= - i o
e Preferences Import Export MNew
' 2024 Basics of Big Data Walrama ta WirtialRawvl Y
=~ B = VirtualBox VMs & Q

5 MATLAB-Dr...
5 1oT opetus MName ~ | Size Kind Date Added
B5 Internships > 5 2024 Basics of Big Data -~ Folder 6. January 2024 atf§

> @ kali-linux-2025.1a-virtualbox-amd64 - Folder Today at 15.42

5 Opinnaytety...
5 Opinnaytety...
5 Medical Co...
B5 Kurssit 202...
B3 Kurssit 202...
@) Recents

2 Applications
= Desktop

(1) Downloads
{2} markkukello...

5 OneDrive
New Folder Cancel m

17.9.2025 www.savonia.fi




Now start the VM from start button

* This course lays the foundation for cybersecurity. After completing the
course .

H]Et'] Tools é‘-w'é L
Mew  Add Settings

2024 Basics of Big Data =] General = Preview
Name: kali-linux-2025.1a-virtualbox-amd&4
=64 kali-linux-2025.1a-virtualbox-a... = Operating System: Debian (64-bit)

o @ powered Off _ System

Base Memory: 2048 MB kali-linux-2025.1a-

Processors: 2
Boot Order: Hard Disk, Optical
Acceleration: Nested Paging, PAE/NX, KM Paravirtualization

virtualbox-amd64

M pisplay

Video Memory: 128 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
@ Storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty

Controller: SATA
SATA Port 0: kali-linux-2025.1a-virtualbox-amd&4.vdi (Normal, 80.09 GB)

ifp Audio
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Credentials

* The VirtualBox pre-built VMs have default credentials

~@ Pre-built Virtual Machines

Kali Linux VMware & VirtualBox images are available for users who prefer, or whose specific needs require a
virtual machine installation.

These images have the default credentials "Kali/kali".
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Starting up

« Go with the default option (automatically proceeds) and enter credentials
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= Favorites

@ Recently Used
I Al Applications

%s® Settings

I Usual Applications

Q 01 - Information Gathering
@ 02 - Vulnerability Analysis
03 - Web Application Analysis
@ 04 - Database Assessment
g 05 - Password Attacks

@ 06 - Wireless Attacks

% 07 - Reverse Engineering
&M 08 - Exploitation Tools

& 09 - Sniffing & Spoofing

E 10 - Post Exploitation

@ 11 - Forensics

%° Settings Manager

T Accessibility
Dﬁldva nced Network Configuration
|'v_ Appearance
. Bluetooth Adapters
. Bluetooth Manager

% Clipboard Manager Settings
2 Color Profiles

:‘, : Default Applications

-~ Desktop

= Display

=24 Kali HiDPI Mode
;Q Kali Tweaks
8 Keyboard

Keyboard
Behavior Application Shortcuts Layout

Use system defaults

Keyboard model
Apple

Change layout option Compose key

Keyboard layout
Layout Variant

Finnish Finnish (Macintosh)

Engusiics)

+ Add # Edit —Remove

1 Help x Close

These settings are
for a Macbook with
Finnish keyboard.

Disable system
defaults.

Add correct
keyboard
language

Select keyboard
model

Move the correct
keyboard to the
top of the list




Set resolution (if necessary)

* Go to Settings / Display =» set Resolution & Apply

General Advanced

Virtuall
Resolution: 1920x1080
Scale: 1.00
Refreshrate: 60.00 Hz

Rotation: None

Reflection: None

x Close
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Start terminal by clicking the icon below

* Linux is used mostly through command line in terminal window.

L

kali@kali; ~

File Actions Edit View Help

— } — |
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Tutorial on Linux

 Let us go through this Kali Linux tutorial:
https://www.geeksforgeeks.org/introduction-to-kali-linux/
» Go through examples and try different commands

 Another useful tutorial on Linux: https://ubuntu.com/tutorials/command-
line-for-beginners#1-overview
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Linux file system hierarchy

» Check this map: https://www.blackmoreops.com/2015/02/14/linux-file-
system-hierarchy/

 Kali Linux file management: htips://www.geeksforgeeks.org/kali-linux-
file-management/
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/bin

bash
cat
chmod
cp
date
echo
grep
gunzip
gzip
hostname
kill
less

In

Is
mkdir
more
mount
mv
nano
open
ping
ps
pwd
rm

sh

su

tar
touch
umount
uname

By Ppgardne - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=49654565
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letc

crontab
cups

fonts

fstab
host.conf
hostname
hosts
hosts.allow
hosts.deny
init

init.d

issue
machine-id
mtab
mtools.conf
nanorc
networks
passwd
profile
protocols
resolv.conf
rpc
securetty
services
shells
timezone

www.savonia.fi

Isbin

fdisk
fsck
getty
halt
ifconfig
init
mkfs
mkswap
reboot
route

/

"root"

lusr

/usr/bin

lusrflinclude

lusr/lib

lusr/local

lusr/local/bin
lusr/locall/lib
lusr/local/man
lusr/local/sbin
lusr/local/share

lusr/share

/usr/share/man

Ivar

Ivar/cache

Ivarl/lib

Ivar/lock

Ivarl/log

Ivarlopt

Ivar/spool

Ivar/spool/cron
Ivar/spool/cups
Ivar/spool/mail

Ivar/tmp

/dev

/home

Nib

/mnt

lopt

Iproc

Iroot



https://commons.wikimedia.org/w/index.php?curid=49654565
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