
17.9.2025 www.savonia.fi

1

Linux as a Cybersecurity 
Tool

Cybersecurity Fundamentals
Markku Kellomäki



17.9.2025 www.savonia.fi

2

Genal information about Linux
• Linux is a family of free and open-source operating systems based on 

the Linux kernel.
• Under active development since 1991, led by Linus Torvalds. 
• Today 90% of all cloud infrastructure and 74% of the world’s smartphones are 

powered by Linux.
• Operating systems based on Linux are known as Linux distributions or 

distros.
• Examples include Debian, Ubuntu, Fedora, Raspbian OS (Raspberry Pi), Kali linux, 

Parrot and many others.
• Differences to Windows and Mac OS

• File systems are different
• Command-line operation is very important in using Linux
• Linux is free and open source

https://en.wikipedia.org/wiki/Linus_Torvalds
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Linux distributions with cybersecurity tools

• Some Linux distributions come default with a suite of cybersecurity tools, 
here are some of the most popular:

1. Kali Linux (the distribution we use in this course)
• Most popular for pentesting

2. Parrot OS
• Focus on user privacy, still very good for pentesting

3. Black Arch
• Minimum amount of default tools but a large library for customization

4. CAINE Linux
• Digital forensics

5. NodeZero
• SaaS platform

• Comparison of Linux distributions for cybersecurity students

https://www.kali.org/
https://www.kali.org/
https://www.parrotsec.org/
https://www.parrotsec.org/
https://blackarch.org/
https://blackarch.org/
https://www.caine-live.net/
https://www.caine-live.net/
https://www.horizon3.ai/nodezero/
https://www.horizon3.ai/nodezero/
https://kingslanduniversity.com/best-linux-distros-cybersecurity
https://kingslanduniversity.com/best-linux-distros-cybersecurity
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Installation of Kali linux
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Options for running Kali Linux

• There are various options for running Kali Linux depending on your host
operating system.

• Windows:
1. Bootable USB drive
2. Dual-boot system (needs disk partitioning etc)
3. Virtual machine: VirtualBox, VMware Workstation

• Mac
1. Bootable USB drive (only for Intel Macs, not M-series Macs)
2. Virtual machine: UTM, VirtualBox, WMware Fusion
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Install VirtualBox

• Download Virtualbox: https://www.virtualbox.org/wiki/Downloads
• Check the proper package for your computer! M1, M2, …. Mac = Apple Silicon
• Accept and download also the extension pack

https://www.virtualbox.org/wiki/Downloads
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Start installer

• On Intel Mac it looks like this:
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Extension pack

• Remember to download and install
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Option 1: Download ready-made virtual machine

• This is not available for Apple Silicon Macs. You have to download
installer instead.

• Download virtual machine from here: https://www.kali.org/get-kali/#kali-
platforms

https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/get-kali/#kali-platforms
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Download VirtualBox Virtual Machine (VM)

• This works for Windows and Intel Macs
• Save and unzip this VM to a directory in which you want to keep your

VMs
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Open the VM

• Launch VirtualBox, click Add (+) and navigate to the VM directory, select
and open the .vbox file
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Now start the VM from start button

• This course lays the foundation for cybersecurity. After completing the 
course
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Credentials

• The VirtualBox pre-built VMs have default credentials
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Starting up

• Go with the default option (automatically proceeds) and enter credentials
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Setting up keyboard settings (language and type of keyboard) 

These settings are 
for a Macbook with 
Finnish keyboard.

1. Disable system 
defaults.

2. Add correct 
keyboard 
language

3. Select keyboard 
model

4. Move the correct 
keyboard to the 
top of the list
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Set resolution (if necessary)

• Go to Settings / Display  set Resolution & Apply
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Basic linux commands 
and usage
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Start terminal by clicking the icon below

• Linux is used mostly through command line in terminal window.
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Tutorial on Linux

• Let us go through this Kali Linux tutorial: 
https://www.geeksforgeeks.org/introduction-to-kali-linux/

• Go through examples and try different commands

• Another useful tutorial on Linux: https://ubuntu.com/tutorials/command-
line-for-beginners#1-overview 

https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://www.geeksforgeeks.org/introduction-to-kali-linux/
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
https://ubuntu.com/tutorials/command-line-for-beginners#1-overview
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Linux file system hierarchy

• Check this map: https://www.blackmoreops.com/2015/02/14/linux-file-
system-hierarchy/

• Kali Linux file management: https://www.geeksforgeeks.org/kali-linux-
file-management/ 

https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.blackmoreops.com/2015/02/14/linux-file-system-hierarchy/
https://www.geeksforgeeks.org/kali-linux-file-management/
https://www.geeksforgeeks.org/kali-linux-file-management/
https://www.geeksforgeeks.org/kali-linux-file-management/
https://www.geeksforgeeks.org/kali-linux-file-management/
https://www.geeksforgeeks.org/kali-linux-file-management/
https://www.geeksforgeeks.org/kali-linux-file-management/
https://www.geeksforgeeks.org/kali-linux-file-management/
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By Ppgardne - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=49654565 

/    "root"

"essential user 
command binaries"

bash
cat
chmod
cp
date
echo
grep
gunzip
gzip
hostname
kill
less
ln
ls
mkdir
more
mount
mv
nano
open
ping
ps
pwd
rm
sh
su
tar
touch
umount
uname

/bin /dev
"device files
incl. /dev/null"

/home
"user home
directories"

/proc
"process & kernel
information files"

/lib
"libraries &
kernel modules"

/mnt
"mount files for
temporary 
filesystems"

/usr
"read-only user application
support data & binaries"

"standard include
files for 'C' code"

"obj, bin, lib
files for coding
& packages"

/usr/bin
"most user
commands"

/usr/include

/usr/lib

/usr/local
"local software"

/usr/local/bin
/usr/local/lib
/usr/local/man
/usr/local/sbin
/usr/local/share

/usr/share
"static data sharable
accross all architectures"

/usr/share/man
"manual pages"

/etc
"configuration files 
for the system"

crontab
cups
fonts
fstab
host.conf
hostname
hosts
hosts.allow
hosts.deny
init
init.d
issue
machine-id
mtab
mtools.conf
nanorc
networks
passwd
profile
protocols
resolv.conf
rpc
securetty
services
shells
timezone

/var
"variable data files"

/var/cache
"application 
cache data"

"data modified as
programmes run"

/var/lib

"lock files to track 
resources in use"

/var/lock

/var/log
"log files"

/var/spool
"tasks waiting to
be processed"

/var/spool/cron
/var/spool/cups
/var/spool/mail

/var/opt
"variable data for 
installed packages"

/var/tmp
"temporary files saved 
between reboots"

/sbin
"essential system
binaries"

fdisk
fsck
getty
halt
ifconfig
init
mkfs
mkswap
reboot
route

/opt
"optional software
applications"

/root
"home dir. for
the root user"

https://commons.wikimedia.org/w/index.php?curid=49654565
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