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STRIDE

« Each threat is a violation of a desirable property for a system
« Today we will target Confidentiality and Availability

Threat Desired property Threat Definition
Spoofing Authenticity Pretending to be something or someone other than yourself
Tampering Integrity Modifying something on disk, network, memory, or elsewhere
Repudiation Mon-repudiability | Claiming that you didn't do something or were not responsible; can be honest or false
Information disclosure | Confidentiality Someone obtaining information they are not authorized to access
Denial of service Availability Exhausting resources needed to provide service
Elevation of privilege | Authorization Allowing someone to do something they are not authorized to do

Source: https://en.wikipedia.org/wiki/STRIDE model

ClA triad
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https://en.wikipedia.org/wiki/STRIDE_model

Case study for today

We become aware that there is a video streaming service hosted on the property of
Company X

It has been leaked / some intelligence done that this service is available in the following
IP address: 192.168.99.161

Our case:

« Try to figure out if the network in which the streaming service is hosted is seen in our classroom.
* Record the SSID

* Find more information about the network

Plot twist: one camera in the same network is found in the dumpster
« What can be figured out from the hardware?

. g{Sather information from the firmware of the device and try to get access to the network based on
|

* If you get access, try to case a DoS attack against the video streaming service.
Reporting:

« Document the steps

« Discuss this case: attack vectors involved, mitigation actions (how to prevent)
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Leak of available service

-
[ ] [ ] & ESP320V2640 x 2 L
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 We become aware that thereisa - - ‘e o - R R
- £ Santra- Kotisivu @ Savonia| Ammatti.. (G erwa> % EMCInternships 2.. @ Screencast_o_mat.. 4 MATLAB Online -... » [ All Bookmarks
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Network reconnaissance

 Check which WiFi networks are available in the classroom.
« Can you recognize names of organizations?

* What do you know about their sizes? How many clients should they be able to
serve?

* What can you tell about the service in question based on its IP address?
* How many clients there can be in the yet unknown network?
« What does this tell about the size of the organization?

* Does any SSID stand out?
« Check the signal strengths with some software or app.
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Network reconnaissance

* Does any SSID name stand out? List the suspected ones.

* Check the classroom. Do you see any suspicious device brought inby
the teacher which might give a clue about the network?

* Write down the SSID or SSIDs when you have your suspects
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Plot twist: physical incident

* You realize someone takes a security camera to SER collection bin
(electronic waste) or someone steals one of their security cameras. That
camera ends up on your table.

* Opening up the camera reveals a microcontroller. Can you figure out
what it is?

ESP32-cAM |

i
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Do research on the microcontroller

* Does it have any easily accessible ports?
* |s there a way to connect your computer to it?
« Can you view or download the contents of the microcontroller?
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Microcontroller flash memory contents

* |t appears the microcontroller has USB port
 Alternatively: UART pins are discovered and wires soldered

« Can the flash memory contents be read?
« Search for methods for this particular microcontroller
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Microcontroller type: ESP32 CAM

« Camera module documents: https://docs.ai-thinker.com/en/esp32-cam
 Microcontroller manufacturer: https://www.espressif.com/

o Software download tool for Windows:
https://docs.espressif.com/projects/esp-test-
tools/en/latest/esp32/production stage/tools/flash download tool.html

« Arduino IDE includes a tool which can be used as well: esptool

« Mac OS terminal command to read entire flash memory:

/Users/markkukellomaki/Library/Arduino15/packages/esp32/tools/esptool_py/4.9.dev3/esptool --chip
esp32 --port /dev/cu.usbserial-14210 --baud 460800 read_flash 0x00000 0x400000 camera_binary.bin

* The flash file camera_binary.bin is available in Moodle
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Microcontroller flash memory contents

 Let us study the contents of the binary file using hex editor. Options:
* Online: https://hexed.it/

* Visual Studio Code: Hex Editor extension T AT O & mainp
¢ MaC OS = v asif1>¢?
Hex Fiend Hex Editor & 56M % 3.5
Developer Tools Allows viewing and editing files in a hex e...
# Microsoft ’ ’ Install

* Install one of the tools and start exploring
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HeXx editing

 This is how it looks like in Hex Fiend:

www.savonia.fi

Replace

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
20080221
2e0e000e
6275696C
4D617220
20646972

' camera_binary.bin

FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
44F10280 3254CDAB
20080000 02ERCE20
2020000 0RERCERE
39323500 BAGOE2ED

74790000 0ROEERER C(565CT2C
1B4CRZ1C PO@BE368 10000000 G0ORDO0E 00000000 GORDOO0D 0O00O0ED GREDEEa

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
E9@6822F
cageeRee
eeaoesee
eaaoesee
76352E34
AZ71F640

FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF
ACZ9084D EEGRO080
Ta0ERE0D QRRRERD
20000008 61726475
30363A31 343A3039
2E312D31 20673266
SBAEFASC CCE7792E

65004 out of 4194304 D

Replace All

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF

Lt
82623736
BIBEGFZD
L]

ITe46364
EB5BAF3@

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
BEFFFFE0
63623180
6696220
ae0ee00e
38363261
77SBCEFC

Replace | Replace & Find | Previous | Next

_________________ Fae ..
®7D. 2T bb76cbl
arduina-lib-
builder @6:14:89
Mar 28 2825 v5.4.1-1-g2f7dcd862a
-dirty 8.,.q.8P, ..., y..[.0w[..
L [




HeXx editing

* This is how it looks like in HEXEd.it website (remember to check
encoding settings if you do not have Nordic language settings)

&« C % hexed.it [ O} &, @  NewChrome available }
85 | (P Santra- Kotisivu @ Savonia|Ammatti.. G erwa> EMC Internships 2.. @ Screencast_o_mat.. 4 MATLAB Oniine .  [EJ Opetussuunnitelm.. @ 3 Opiskeljan ohjaus B Ohjauksen toimijat §§/ Nakdislehti| Savo.. & - E-lehdet ] E-jour. » | [3 Al Bookmarks
M & o
Uusi tiedosto Avaa tiedosto Tallenna nimelld Tybkalut Kagnnd Asetukset
Tiedostotiedot camera_binary.bin Siirry
00000E28 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Tiedostonimi camera_binary.bin Tamanhetidnen
apinary 000AOE4D FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF e DX Memo
Tiedostokoko 4,194,304 tavua (4,096 i) 00000ESS FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF Viimeinen osoite  OX003FFFEF
Data Inspector (Little-endian) 00000ETO FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF -
00000EES FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Tyyppi Unsigned (+)  Signed (£) 00BBOEAD FF FF FF FF FF FF FF FF| FF FF FF FF FF FF FF FF Haku
R = 00000EBS FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
) 00000EDO FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF e
16-Ditkokonaisiuku - 24914 24914 0BBOOEES FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Tietotyyppi
24-bit. kokonaisluku 7561554 7561554 000OBFE0 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
32.bit kokonaisluku 1349738834 1349738834 00000F18 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
i 00000F30 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
E4bit kekonaislukut  6003138287038062930 O
N 00000F48 FF FF FF FF FF FF FF FF | FF FF FF FF FF FF FF FF
@ 6003138287038062930 00BOOFE0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
16-bit.liukuluku 681 00000F78 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
P g 00000F90 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
00000FA8 FF FF FF FF FF FF FF FF | FF FF FF FF FF FF FF FF
R ZUABSETR0R (DCE3R5eI0a 00000FCO FF EF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
LEB128 (+) 82 00000FD8 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF
) e 00000FFO FF FF FF FF FF FF FF FF|E9 04 02 2F B4 05 08 40 @
) 00001008 00 FF FF 00 00 06 00 01|30 60 FF 3F 18 13 00 €0 0
GECo) 365675837 377) 00001020 76 35 2 34 2E 31 20 3120 67 32 66 37 64 63 64 P v5.4.1-1-g2f7dcd
SRational (1) 0.965675597377 00001038 74 79 00 00 00 00 00 004D 61 72 20 32 38 20 32 862a-dirty ar 28 2
MSDOSDateTime  19.3.2020 12:10:36 Local 90001050 30 32 35 20 30 36 3A 32 39 3A 33 33 00 00 00 00 00 00 00 @0 Q0 00 ©0 @0 025 06:29:33 Tekstin koodaus | Kalkdd -
) R ———— 00001068 0O 00 00 60 80 00 80 00 FF FF FF FF 28 56 04 08 FF AC 00 00 E (P.. u
R MG o G 00801080 B0 FA F5 3F B0 00 GO 00 04 00 BA 00 05 0O 00 00|06 OO 00 B6 07 00 08 60 )2 T SR TR
UNIX 32-bit DateTime 8.10.2012 23:27:14 UTC 00001098 41 73 73 65 72 T4 20 66 61 69 6C 65 64 20 69 6E|20 25 73 2C 20 25 73 3A Assert failed in %s, %s: ﬁ:gf;{(‘gg:;‘ys Sama kirjainkoko (nopeampi)
Macintosh HFS 7 1000 ) 6 3 9 00 6 g 20 5 o) 6 %, (%s a r was
daciotoo! 9.10.1946 01:27:14 Local 00001080 25 64 20 25 25 73 29 0D OA 00 61 62 6F 72 74 28129 20 77 61 73 20 63 61 %d (%s)...sbort() was ca Torujiivetys 2 Littkeendian
Macintosh HFS+ o 000016C8 6C 6C 65 64 20 61 74 20 50 43 20 30 78 25 30 38 78 6D 0A 80 62 6F 6F 74 lled at PC 0x%08x...boot
Macintas! 8.10.1946 23:27:14 UTC Big-endian
00BO10EO 0O 45 20 28 25 6C 75 29 20 25 73 3A 20 6C 6F 61 64 20 70 61 72 74 69 74 _E (%lu) %s: load partit
UTF-8 Character B 000OL1OF8 69 6F GE 20 74 61 62 6C 65 20 65 72 72 6F 72 21|0A 00 20 69 73 20 6E 6F don table error!.. is no Haun tyyppi Luettele kaikki esiintymiset
e 0 0 0 90001110 74 20 62 6F 6F 74 61 62 6C 65 00 45 20 28 25 6C|75 29 20 25 73 3A 20 46 t bootable.E (%lu) %s: F B
00001128 61 63 74 6F 72 79 20 61 70 70 20 70 61 72 74 69 74 69 6F 6E 25 73 QA @0 actory app partitionts
Data Inspector (Big-endian) 00801140 45 20 28 25 6C 75 29 20 25 73 3A 20 46 61 63 74 6F 72 79 20 74 65 73 74 E (%lu) %s: Factory test Etsi edellinen Etsi seuraava
00001158 20 61 70 7@ 20 70 61 72 T4 69 74 69 6F GE 25 73 OA 00 45 20 28 25 6C 75  app partitionts..E (%lu )
0001170 29 20 25 73 3A 20 4F 54 41 20 61 70 7O 20 70 61|72 74 69 74 69 6F 6E 20 ) %s: OTA app partition Tietoa verkkosovelluksesta
00001188 73 6C 6F 74 20 25 64 25 T3 OA 90 44 52 4F 4D 0O 45 20 28 25 6C 75 29 20 slot %d%s..DROM.E (%lu) HexEd it v2025.04.08
00BO11A0 25 73 3A 20 49 6D 61 67 65 20 63 6F 6E 74 61 69 6E 73 20 6D 75 6C 74 69 %s: Image contains multi
000011B8 70 6C 65 20 25 73 20 73 65 67 6D 65 GE 74 73 2E 20 4F 6E 6C 79 20 74 68 ple %s segments. Only th Af“""*-;ﬁmdlHTMLWJHV;SC"H"WH‘*h“eﬂ"ﬂf
00001100 65 20 6C 61 73 74 20 6F 6E 65 20 77 69 6C 6C 20 62 65 20 6D 61 70 70 65 e last one will be mappe LT DTS MO
1 ? 9 :20:25 000011E8 64 2E GA 00 49 52 4F 4D @0 45 20 28 25 6C 75 29 20 25 73 3A 20 45 72 72 d...IROM.E (%lu) %s: Err Kehittanyt Jens Duttke
| | || =

006001200 6F 72 20 69 6E 20 77 72 69 74 65 5F 6F 74 61 64 61 74 61 20 6F 78 65 72 or in write_otadata oper

Kaantanvt suameksi Develaner#5805



HeXx editing

* Open the .bin file in hex editor

* Browse through and check which parts are human readable
« General observations? What can you find?

« Search for the potential SSIDs you saw in Wifi listing
» Use Find function of the tool
« Which one do you find?

» Check all instances of the found SSID: is there any string that follows the
SSID string at the same distance in memory? Does it look like a
password?

« |ldentify the string and try to connect to the Wifi router
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HeXx editing

POOO9858 00 00 00 00 0O 00 A0 6O 0O 00 OO 00 00 00 00 0O A0 60 A0 60 B0 00 00 00 . ...l
00009870 FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF 03 48 81 FF 3C @D 7A AA H. <.z

0POO9888 63 61 6C 5F 64 61 74 61 00 00 00 00 60 00 00 OO 70 07 00 00 01 00 FF FF cal_data........p.....
ODOB9BAG 03 42 02 00 EE 52 24 6A 63 61 6C 5F 6D 61 63 00 00 00 00 00 0O 00 00 00 .B..:R$jcal mac.........
000098B8 06 00 FF FF 87 A8 77 B9 F8 B3 B7 32 B5 A0 FF FF FF FF FF FF FF FF FF FF .. cuwy"|q2q2

@OEE98DA@ FF FF FF FF FF FF FF FF|FF FF FF FF FF FF FF FF 03 48 01 FF 60 8C 90 C6 H. CHEE

BEOEESEES 63 61 6C 5F 6D 61 &3 00 0O DO GO 00 OO @0 0O 0O 06 OB GO B0 Bl Q8 FF FF cal_mac..............
pEEES90e B3 @4 ©1 FF 99 D7 F2 F9 63 61 6C 5F 76 65 72 73 69 6F BE Mz

OEEE9918 FC 12 @6 @0 FF FF FF FF 02 42 B3 00 7E B4 3B B3 |73 74 61
geees93e 00 00 00 00 OO 00 OO 00|24 QO FF FF 82 F5 18 5F 08B 00 008
@eEE5948 77 6E 4F 53 (00 00 0O OO |00 0O OB 0O GO @O0 00 00 00 00 08
QeEE9960 0B 00 00 @0 FF FF FF FF|FF FF FF FF FF FF FF FF FF FF FF

eEEEo9TE FF FF FF FF FF FF FF FF 82 48 01 FF @C E& 3D 50 73 74 61 ssid
epeE999e 00 98 BE PO 0B 00 00 00 24 DO 0O 00 Bl @@ FF FF 02 42 084 — . B 5
BOEE99A8 73 T4 Bl 2E TO T3 77 64 00 DO 0O 00 B0 @0 00 00 41 0B FF sta.pswd. ...\ .. A. JW2

eREES9Ce 49 6E 35 33 63 75 F2 33 21 00 @0 0P GO OO0 OO0 Q0 OO OO0 GO 2 2 d In53cur3!. ...
apEE99Da e 060 00 A0 GO 06 OO 60 06 00 B0 6/ 0O GO0 00 06 00 00 G0
AAAASGEA A0 A0 AA A0 AR AR PR OO AR AA BR AR AR AR O A6 @A EF FE
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Check the source code

« Download the source code file CameraWbServer.ino from Moodle
* Inspect the source code: how are the network credentials handled?

[ BON @ cameraWebServer | Arduino IDE 2.3.5

25 #define CAMERA_MODEL_AI_THINKER
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Try to access website in the network

 After connecting to the wifi, check your IP address
« Windows: ipconfig
b MaC OS: if Config enB: flags=B8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST> mtu 1588

options=6468<T504,TS06, CHANNEL _I0, PARTIAL_CSUM, ZEROINVERT _CSUM=
ether 4a:4f:85:8%9:6c:1B1

ineté feB@::B84%9:cacd:554e:45a3%end prefixlen &4 secure d scopeid @xa
inet 192.168.99.1658 netmask @xffffff@@ broadcast 192.168.99.255

ndé options=281<PERFORMNUD, DAD>

media: autoselect

* Ping the hotspot: ping 192.168.99.1
* Try the website shown earlier for video streaming
 Try also this website: 192.192.99.13
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Denial of Service attack

 Let us try to bring down the website in address: 192.168.99.13

« Study Kali linux tool slowhttpstest: https://www.kali.org/tools/slowhttptest/
* Try the tool and simultaneously try to access the website

* Did it work? How do you know?

» Repeat the DoS attack to the streaming service
« Write down your observations
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Summary

 Network reconnaissance

« Wifi network SSID must be chose carefully
« Sometimes it may reveal too much

 Embedded device stores suprising information

» Design of the device should minimize amount of connectors and potential attack
ports

« Software design for embedded devices must ensure credentials are not stored
unencrypted <& hex editing tools

» Confidentiality was not preserved in our example

* Network services need proper firewall for DoS attack prevention
« Simple, automated tools can prevent availability of website
 Availability was not preserved in our example
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Assignment

« Make a report on the phases of today's exercise
« Report commands you used with screenshots of the different phases

» Write what you learned about embedded device security and DoS
attacks
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